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DIGITAL FORENSICS&INCID. RESP - COMP 4071
Homework Lab 2

First, I started my VMware.

Inside VMware, I turned on my VPN.

Then, I took a screenshot of everything.

After that, I downloaded 5 malware samples from box.com.
I opened Wireshark and ran it using my VPN connection.
Next, I ran the 5 malware files as administrator.

[ waited for about 5 minutes.

Then, I stopped Wireshark to stop the capture.

After that, I saved the capture file as a backup.

Finally, I used a snapshot reverse to clean my machine.
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o

&2, SoftEther VPN Client Manager

Connect Edit View Virtual Adapter Smart Card Tools Help

= [=) X

P Type here to search

VPN Connection Setting Name Status VPN Server Hostname Virtual Hub  Virtual Network A.. ~
) Add VPN Connection
EAGBC24-SEP Connected ftether.net (Direct TCP... i VPN
v O Search New folder (2)

Virtual Network Adapter Name Status MAC Address Version

I VPN Client Adapter - VPN Enabled SE-03-48-FA-B5-37 42509658

SoftEther VPN Client Manager € 1 VPN Sessions &2 SoftEther VPN Client Build 9799

Sitems 5 items selected 0.98MB
4 items
0 . B o, =
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Manage  New folder 2)

1+ > New folder 2) O Search New folder (2)

Name Date modified Tpe

st Quick access
B Desktop
& Downloads

(5314418433 03/10/2024 01:17 Application
“pp 03/10/2024 01:17 Application
@4 03/10/2024 01:17 Application

| Documents [& h7mp 03/10/2024 01:16 Application
&=] Pictures 7 hivisa 03/10/2024 01:16 Application
D Music

New folder

B videos

@ OneDrive
@ This PC

& Network

Sitems 5 items selected 0.98 MB

ditems

7 = ; o119
£ Type here to search /‘m gt AW o B

A ® X
N 2pply a display fiter . <Ctrl-/> [— KD
o Time Source Destination Protocol  Length | = Manage New folder (2]

1646 137.640576
1647 137.640599
1648 139.458021
1649 139.458875

CocHiEety LD Home  Share  View | AppTools
:4b:52:79:c9  ARP

2863:7586: efc.. IQHPVE Py + New folder (2)
::2ae:4bff:fed@.. ICMPVE

1650 14@.711337 74.112.186.164 TcP Name Date modified Type Size
1651 140.725294 192.168.16.137 Tcp - @l
1652 142.737118 S5e:83:4b:fa:b5:37  ARP Deskt (] 31.44.184.33 03/10/2024 01:17 Application 206 KB
1653 142.737138 00:28:4b:52:79:c9  ARP I Desktop * PF o 01017 [ 241 KB
1654 144 .367482 ::286a:7586:efc.. fedd::2ae:4bff:fedb.. TCMPVE * Downloads L4 pen
4 - pa01:17 Application 253 kB
1655 144.553848 ae:4bff:fedd.. fedd::286a:7586:efc.. ICMPVE Docurnents » O Run as administrator
1656 144.553890  feBO: :286a:7586: efc.. feBO: :2ae:4bFf:e00. ICHPVG Eh B Ecit with Notepad++ HImED G LI
1657 145.886283 192.168.18.137 74.112.186.157 TP =] Pictures * h = > P401:16 Application 108 KB
1658 145.367226  fe8@::286a:7586:efc.. fes0::2ae:4bff:fe00.. ICHPVE b Music P
E scan with Microsoft Defender...
3 New fold
£ sTolcer 12 Share
> Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \De 8 videos a— 5
» Ethernet II, Src: 8@:ae:4b:52:79:c9 (BB:2e:4b:52:79:c9), Dst: 5e:@3:4b:fa:b5:37 (5e & OneD)
> Address Resolution Protocol (request) nednve Send to >
=
0 This PC =
¥ Network Copy
Create shortcut
Delete
Rename
Properties

Sitems 3 items selected 0.98 MB

4 > <
(O VPN -VPN Client: <live capture in progress> || Packets: 1655 - Displayed: 1658 (100.0%)

|| Profie: Default

pel Type here to search
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U= FTULER: MdUKED [JDC-CUCS- J0E - IV UV UITIT ingirnnyg - () Eay
Hacker View Tools Users Help
resh oo tions ind handles or 5 stem information earch Processes (Ctrl+
% Refresh Opti #8 Find handl DLLs &% Sy inf i [ X Search P (Ctrl+K) Jel
Processes  Services Metwork Disk P
Name PID  CPU I/Ototal.. Privateb.. Username Description ~
[=] Registry 140 12.68 MB 1
8] csrss.exe 592 1.74 MB Client Server Runtime Process
~ [1] wininit.exe 672 1.38 MB Windows Start-Up Application
v [ services.exe 212 546 MB Services and Centroller app
~ [1] svchost.exe 952 10.17 MB Host Process for Windows Ser..
8] dilhost.exe 4444 3.37TMB COM Surrogate _
[5] StartMenuExperie... 6596 223MB  GBC-2..\MjolnirTraining
8] RuntimeBroker.exe 6672 574 MB  GEC-2.\MjelnirTraining Runtime Broker
8] RuntimeBroker.exe 7108 1111 ME  GEC-2..\MjolnirTraining Runtime Broker 1
[ RuntimeBroker.exe 7716 845MB  GBC-2.\MjolnirTraining Runtime Broker i
B PhoneExperience... 6928 4398 ME GBC-2..\MjolnirTraining Microsoft Phone Link 1
[#:] RuntimeBroker.exe 9072 298 MB GBC-2.\MjolnirTraining Runtime Broker z
[85] TextinputHost.exe 2096 1318 ME  GBC-2..\MjolnirTraining =
[ dilhost.exe 7708 404 ME  GBC-2.\MjolnirTraining COM Surrogate on interface \I

ff:fa (@l:0@:5e

[ FileCoAuth.exe 10236 436 MB GBC-2..\MjelnirTraining Microsoft OneDriveFile Co-Au...
[85] ApplicationFrame... 8004 11,68 MB  GBC-2..\MjolnirTraining Application Frame Host

[85] UserOOBEBroker.... 10452 1.97MB GBC-2.\MjolnirTraining User QOBE Broker
[] smartscreen.exe 5684 8.03MB GBC-2.\MjolnirTraining Windows Defender Smart5cre...
[55] Tiworker.exe 12080 1208 10.29 MB/s 231.72MB Windows Modules Installer W, w

CPU Usage: 33.68%  Physical memory: 5.91 GB (36.91%5) Processes: 161

Protocol: UDP (17)
Header Checksum: @xf25b [validation disabled]
[Header checksum status: Unverified]

Instructions

1. What is the hostname of the infected device?
GBC-2024-SEP-MO<20>: type NB, class IN

I used nbns (NetBIOS Name Service) in Wireshark. After starting the capture, I looked fo
nbsn traffic, which helps resolve network names. Under the Queries section, I saw the
name request for the device, which gave me the hostname. Specifically, I found the
hostname in the Additional Records section
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File Edit Capture A Statistics  Telepho

ADde mEERE «-s®E 4t I H

Destination

6.929518 1 Name query HE WORKGROUP<1c>
19 7.698383 1 192.168.10.255 NBNS 92 Name query NB WORKGROUP<1c>
172 8.451733 1 192.168.18.255 NBNS 92 Name query NB WORKGROUP<lc>
6642 55.470712 1 192.168.18.255 NBNS 92 Name query NB WORKGROUP<1c>
6838 56.220730 1 192.168.10.255 NBNS 92 Name query NB WORKGROUP<1c>
6850 56.976901 1 192.168.18.255 NBNS 92 Name query NB WORKGROUP<lc>
6991 66.912070 1 192.168.10.255 NBNS 92 Name query NB WORKGROUP<1c>
6994 67.698992 1 192.168.18.255 NBNS 92 Name query NB WORKGROUP<1c>
50034 1 Name guery NE WORKGROUP<1c>
8 h
7099 91.178803 192.168.10.137 192.168.18.2 NBNS 119 Refresh NB GBC-2024-SEP-1M0<20>
7892 92.694850 192.168.10.137 192.168.10.2 NBNS 110 Refresh NB GBC-2024-SEP-MO<20>
7103 98.741103 192.168.16.137 192.168.18.2 NBNS 110 Refresh NB GBC-2024-SEP-MO<@@>
7104 100.241684  192.168.10.137 192.168.18.2 NBNS 110 Refresh NB GBC-2024-SEP-1M0<@0>
7126 101.756686  192.168.18.137 192.168.10.2 NBNS 110 Refresh NB GBC-2024-SEP-MO<@@>
7206 107.819742  192.168.10.137 192.168.18.2 NBNS 110 Refresh NB WORKGROUP<@@>
7200 109.334879  192.168.10.137 192.168.18.2 NENS 110 Refresh NB WORKGROUP<@@>
7214 110.834876  192.168.10.137 192.168.18.2 NBNS 110 Refresh NB WORKGROUP<@@>
7224 115.573486  192.168.18.1 192.168.10.255 NBNS 92 Name query NB WORKGROUP<1c>
7229 116.352161  192.168.18.1 192.168.18.255 NBNS 92 Name query NB WORKGROUP<lc>
7230 117.105947  192.168.10.1 192.168.18.255 NBNS 92 Name query NB WORKGROUP<1c>
7246 127.847832  192.168.18.1 192.168.10.255 NBNS 92 Name query NB WORKGROUP<1c>
7248 127.810769  192.168.10.1 192.168.18.255 NBNS 92 Name query NB WORKGROUP<1c>
7253 128.561141  192.168.10.1 192.168.18.255 NENS 92 Name query NB WORKGROUP<lc>
14184 159.116453  192.168.18.137 192.168.18.2 NBNS 92 Name query NB WORKGROUP<1c>
15965 168.615655  192.168.18.137 192.168.10.2 NBNS 92 Name query NB WORKGROUP<1c>
17746 162.131295  192.168.16.137 192.168.18.2 NBNS 92 Name query NB WORKGROUP<lc>
19613 163.678782  192.168.10.137 192.168.18.255 NBNS 92 Name query NB WORKGROUP<1c>
28535 164.443955  192.168.18.137 192.168.10.255 NBNS 92 Name query NB WORKGROUP<1c>
21991 165.209477  192.168.10.137 192.168.18.255 NBNS 92 Name query NB WORKGROUP<1c>
25299 175.630348  192.168.10.1 192.168.10.255 NBNS 92 Name query NB WORKGROUP<1c>
25386 176.409016  192.168.16.1 192.168.18.255 NBNS 92 Name query NB WORKGROUP<1c>

o7FE}, id @

Data length:
} Name flags: Bx60@8, ONT: Unknown (H-node, unique)

Telephony Took: Help
=¢4E E A mEE

86 Neighbor Sclicitat: 50 : 2ae AbT1 :1£00.

86 Neighbor Sclicitstion for feB8::ZB6a:7586:efch:
86 Neighbor Advertisement feBd

1Py 131

16 6.999115
17 6.099190
.e28510

204338
206687
216258

117 kbp
-,
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HTTP Requests: The infected gadget with IP 192.168.10.137 is making frequent
suspicious HTTP requests. GET queries to purportedly random or encoded URLs are
included in these requests; these requests may also indicate communication with a
command-and-manage (C2) server or the download of harmful payloads. Certain URLSs
(such as "lowedcertstl.Cab") also point to untrusted or confusing certificates that may be
used in malware or infection techniques. High Volume of Traffic: As you can see from the
"Statistics" page, 192.168.10.137 gets charged for a significant amount of traffic to
multiple destinations, which may be a sign of unusual interest. A possible malware
contamination can be inferred from the number of connections, bytes exchanged, and
length of some of the streams, since these kinds of site visits are frequently linked to C2
communications, malware updates, or data exfiltration. Destination IPs: Some of the
requests' vacation spot addresses are suspect, including a handful that are associated with
well-known CDN (Content Delivery Network) providers. Malware authors may utilize
these addresses to conceal their traffic or use trustworthy infrastructure to disseminate

3. Identify all malware(s) with their VT links and VT score:

To find malware collectively with its VirusTotal (VT) URLs and ratings, take the followin
movements:

Apply the HTTP Filter: In Wireshark, begin by applying the clear out http. With the
resource of this clear out, you'll be able to separate out all HTTP traffic and give attention
to web-based conversation, which often includes report downloads and server interactions

Find Suspicious IPs: Keep a watch out for any IP addresses showing peculiar or suspiciou
activity, which include repeated connections, encoded URLs, or connections to uncommor
domains. This is probably a sign of viable malware activities, like interacting with a
command-and-manage (C2) site or downloading documents which might be dangerous..

Click on "Follow TCP Stream" from the context menu when you see a suspicious IP
address. This will allow you to follow the HTTP stream. This displays all of the tool and
server communication. A report that might be malware may be seen to be downloading.

Acquire the File: Note the URL or report name if you locate a file in the stream. This
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report can be taken out and examined.

Add the document or paste the URL to VirusTotal.Com after visiting the website. It will b
examined by VirusTotal using a variety of antivirus programs

Find the VT Link and Score: VirusTotal will provide a record containing a link and a VT
score that indicates the quantity of antivirus programs that deemed the file to be harmful.

Statistics  Teleph

Source

66 1 1
2458 52,250533  192.168.
7366 151.260763  192.168.
192.168. £ update/vd/static edr/en/disallovedcertst].cab?716ccOfF7fe31386 NTTP/1
192.168. % update/va/static/trustedr/en/éisalovedcertst] cab251368583¢17ach7S HITP/1.1
192.168. 2 € dlupdate/va/static/trustede/en/disallowedcertsel. cablemaisaasteaiaci TP/
192.168 5 update/v3/static/trustedr/en/disallowedcertstl. cabc95a1bf512380091 HTTP/1.1
192.168 W[)u&YmEgL- Dg"((zgunnqsmu\z hOZt 1528285 1P T7wEWNXD10QUT §JUTBEVSUNUSER2F 6X28-kS 7QYX] kCEARSDSKVWVBKAIEWHI301D0%3D HTTP/1.1
e e e e e
ogHc 241%282854P1 JkCEAPDQVCHATUVEZVS TH TULARID HTTP/1.1

T ZBIE SwSTATBRUC DgHNCGEUABBQS O txK2F hOZt 1528285 1P T 1 JUTBAVSUNUSEN2FEX2 ke BVHI30179%30 HTTP/1.1
ice/files/a6062375-130: pleceshash HTTP/1.1
85969714P2=404593=28P 4B 2R WZIhex7qILS: Ksapi
e o K o et
2460 702P14172859697 1492040480 3+ 28P4-B2R0

HKIX2bhJXLMObNOE Qo0 1hgT JoFFdLtLajqk2be]
Filestresmingsery BAC6L 0bn0E T gsud g L Jof Faliilajakzbaq
lestreamingservice, 28K 58 JF pi Radaz 9ACELrHK1X2bh JbXMOBnOE TQpOwd 3 1hg 1 JoF FduMlajqk2biy
ice/Files/26062375-F301-4c36-974d 2 ZHtEZ8K smVPE ¥ p i RUBAMT IBAD L HKINZD
filestreamingservice/files/Ffoaabla-67e7-43F3-9309-11011fe21a22/plec
¥11es/F109ab13-6767-4913-9309- 11011fe21a22?P1~17285969858P 240489 3= 24P A=COM2L 141 BOK
vice/files/#f03ab18-6767-49¢3-9309- 1101121622791 +17285969858P2= 28PA=OG2b141 640K m TBIUFnCK2V0POORK2 kh a 3RO2REQIMadFUF A
§767-4513-0308-11011fe2122701-1 72853608580 3 28P4 =024 d0K21 nX2fv0PEOR: W,
9F3-9309-1 6 4048P 32 28P4aC: 2 y 82 ,,1 .m.uywMxmom».\um”ovmz.wm,;.4
resminguervice/ iles/FFoaab18- 6707 49739369 11011 1

5 Llestreaningservice/files/Ff09ab13-67e7-4973-9309-110 1172859698587 2~4044P3-2RP4-CHOK2b 141 60K y hjospreaz m;m.-vmmm;mwmmmwmv;wwa.a.«rw.\q

32381 184, 1, 97 GET /filestreamingservice/files/ffe3ab15-67e7-4913-9309- 1 9] /4§ 100t 1wseTaNEN
2787 184.537 % T {i1es/$1038b18-5767-49¢3-9309-110 P1=17 98¢ LDCll»ueYBN"‘L\N\‘fJF‘OOl'\I’k 3R02RBQIMSAFIF4{

oLy TIDLMCh1SSpras U] LoOt LuseTaNEnck2 vopeOmK2 i a3RozRbQSMadrural

Dt iee TN e a0 2REQuadFUF |

jqj100t" (2Fv0POORX

100t wseTBERCH2fvOPROX2Fkh1 33ROZRbQIMAIFHF4]
e TANFNCX21VOPOORK2fkh{a3R02REQ3WIIFF 4|

Filestreaningservice/files/Ffosabls. $7e7-4973-0300-L1011fe2,
GET /filestreamingservice/files/f 7-49f3-9:

082
1222271 ‘7)a5Wrcsnvl-amm-zlm-(u&‘|~ 4
21 O0%2b41600%2 100t

64 8d 82 od digicert .com
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No

61388 211.919653
61369 211919663

61354 211,926020
51395 211.920020

61399 211.920397

61483 211,936045
61484 211.945746
61485 211.54;

61415 211.947599
61417 211.947895

hitp.requ

7366 151.260763
7433 151.651709
7523 151.937040
7524 151.937104
7542 151.974413
8394 153.744918
8614 154,272826
3300 155.607560
8903 155.607843
11778 157.357486
11975 157.501899
21538 154.942373
21702 165.047196
21703 165.047265
21708 165.067601
21709 155.058513
25384 178.138249
25408 178.244109
25411 178.244466
25420 178.264651
25421 178.265007
28998 151.476812
29166 151.693378
32381 184.225689
32787 184.537117
35125 186.576069
37303 188.476427
38699 189.841019
48941 191.965626
42001 192.979569

Fra

152,165.18.137 283.111.182.1
152.168.19.137 208.111.182.1

182,168.19.137

208.111.182.1

208.111.182.1

208.111.182.1

208.111.182.1

192,168.108.137
8.1

208.111.182.1
208.111,182.1
208.111.182.1

Capture Analyze  Statistics

BEERB Q @=

192.168.10.137

192.168.10.137
192.168.10.137
192.168.10.137
192.165.10.137
192.168.10.137
192.168.10.137
192,168.10.137
192.168.10.137
192.168.10.137
192.168.10.137
192.168.10.137
192.168.10.137
192.168.10.137
192.168.10.137
192,168.10.137
192.168.10.137
192.168.10.137
192.168.10.137
192,168.10.137
192.168.10.137
192.168.10.137
192.168.10.137
192,168.10.137
192.168.10.137
192.168.10.137
192.168.10.137
192,168.10.137
192.168.10.137
192.168.10.137
192.168.10.137

Hypertext Transfer Protocol

Telepho
Tt

Destination
192.229.211.108

239.255.255.258.
183.156.154.80
184.150.154.88
184.150.154.80
184.150.154.80
192.229.211.108
239.255.255.250.

Content Type
application
applicati
application
application/c
application/c
applicati
application
applicati
application
applicati
application/c
applicati
application
applicati

sp-response 3l bytes N B oMzt

d.ms-cab-compressed 7796 by ccDchd22e
stream  fiogabis 9-11011fe21a22

101167438

54 54664
54 54664

in sasaa]

in saa

ept-Aanges: bytes) =
SEaeE M= in a8

ype: spplication/octer. scre prece

- CorrelationTd: 57520042 305 4620. 5012 in cagsa]

haFEpeaSeGXYIRASTOG 0 1.1.6.6.1 40 £ Gaeaal

in 64699]
in 64693]
in 64633]
in 64623]

Find Next

Help

175 A-SEARCH * HTTE/L
383 GET /msdnwnlnad/updste/vi/stat)t/trustedr/en/d)sallnwed(ertstl cab?716CcaTFFFe31386 HITP/1.1

383 GET /msdownload/update/v3/static/trustedr/en/disallowedcertstl,cab?5136858317ac875 HITP/1.1

383 GET /msdownload/update/v3/static/trustedr/en/disallowedcertst].cab?eo9a15025fe313c1 HITP/1.1

383 GET /msdownload/update/v3/static/trustedr/en/disallowedcertst].cab?co5albf81238000F HTTP/1.1

294 GET /MFEWTZBNMESWSTAJBEUDEHC FhOZt1%262851PT; 130TB1) g% 7QYXjzkC: 76vH13016%30 HTTR/1.1
179 M-SEARCH * HTTP/1.1

D1 7T3BVUCEALY 20TVWENGScovp1Qi FSQ¥3D HTTP/1.1

bF6%2Brks 70VX§zkCEApDQVCATUVE ZVSFHI TUIAR3D HTTP/1.1

S TRV R TR " 205753z CESbSKVVVEKAIGVHISOLRED HTTP/1.1
2RDTONZMx7qIL 1rHK1%2bh

ZRDYnNZNwﬂqJLrSAMtEZBKSW\IpﬁjFp)RuammSgAOﬁ]rHK]%th]bX)manETQprdilh

p
pi g i pDwdi31h

Filename.

byte s ;U»'- UQYB! a\»/ZdeqJL 5
bytes 225P
471 bytes MF i 7 Xi%2b141dd0%2b7T1yI81WKyIYD iiCh9SpFm8 zRVq] DOt 1wseT8NFnck2 fvePeonk2fkh
471 bytes M I g 35/ vr 7 XW%2b143dd0%2bZT 1yI8LWKyIYDiWCh]9SpFma RV j LDOt wseTENFnck2 fvePooni2fkh

SiPITwE \2%2b41dd0%2b7T1y TALHKy IYDICh] 2RVq] DOt LwseT?
-AMPE Z&PG-EXNXQE]ﬂ)ddO%QbZrlyIBlNKy]YD)N[h]QSmeE‘R\/q]lDOt]\VSETENFM%ZvaPwm%QFkh
40%2b141dd0%2b7T1yT61Ky JYD1KCh 9SpFmB 2RV} 100t 1wseTBNFnck2 fvaPeom2 kh
513 718P2= 40482 =B2RT X0i%2b741dd0%2bZT 1y TeLiKyIYDiWChj9SpFme zRVq) 00t LnseTENFnck2 Fepeoniiafkh
= 0¢2b143dd0%2b7T1yTe1 Ky IYD1LCh 9SpFm8 zRVq] 1001

Oab12-67¢ 0101 1fe21a227p1= 1728 = - 40¢2b141dd0%2bZT1yTe1uKyIYD1KCh] 9SpFmS 2RVq] 100t LuseTBNFnCE2 Fv@PeOn2 kh
1§09ab1 11011fe212222P1=1728; ‘ 2RVq 1DOt1wseTBNFNCRk2 fraPaoR2Tkh
)(NXZb141‘ddWZbZleIBlNKyJYDiNEHjSSmeezqujlwtl\vseWNFr\:%zvaPWm%ZFkh

0(2b143dd0%2bZT 1y TB1Ky IYDILCh] 8 s
30012 34:10d0%2b7T 1y TBLHKy YD 1Ch J9SpFRS 2RVG] 10Ot LuseTSNERCE2FyaPBOR2f K
40%2b141dd0%2b7T1yT61Ky JYD1KCh 9SpFmB 2RV} 100t 1wseTBNFnck2 fvaPeom2 kh

Save All
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fheTbB3344550071675CTfaB44440abThacA2 51 K @ © MOHAMAD ALAMSR!

b8334455dd71675cTTa84444eabThBcA2ic14eabaddedss4
Word Document.docx 13.43K8 amoment ago

DETAILS RELATIONS BEHAVIOR (° COMMUNITY

4. Identify all remote hosts which are malicious

To get a list of every external IP that has communicated with your device, navigate to
Statistics > Conversations and select the IPv4 or IPv6 tab.

Take the suspicious IP addresses and determine if they are marked as malicious by visiting
websites such as VirusTotal or [PVoid.

This procedure has the advantage of determining whether your device is corresponding
with any risky or unidentified distant servers that might be involved in a malware infectio
or hack.
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Edit iew

= o : : 286a: 758 7 C 79:9
109ve . a 80: :7586: efc: sol, ovr) iz at Se:@3:4b:
10%ve 5 feso. 4bFF:7e00:2040 from Se:03:4b:fa:bs:37
salicitation for fese: 4bff:fe00:aedb from Se:03:4b:fa:bs:37
2.163.10.2? Tell 192.168.10.1
92.168.

Len-a.
7262 from 99:ae:4b:52:79:c3
sol, ovr) is at Se:03:4b.

4 443 = 54517 [ACK] Seqel Ack=218 Win=642¢8
483 + 54517 [ACK] Seqel Acke218 Win=64240 Lena1460 [TCP POU reassembled in 3
443 + 54517 [ACK] Seqe1461 Ack-213 Win-64240 Len-1460 [TCP PDU reassewbled
Server Hello, Certificate, Server Key Exchange, Server Hello Done
443 + 54517 [ACK] Seqed236 Ack=376 Win=64240 Len=0
Change Cipher Spe pted Handshake Message, Application Data

~ 54517 [ Acka463 Wina64240 Len=o

& Ack=10538 Win=64240
847 Win=64240 L.
223 Win=64240 Len=d
532 Wine64240 Lenso

03:41

5.544597 192,168, 1 20.22.154.109
5.575720 20.22.154.109

443 [FIN, ACK] Seq-1 Ack=1 Win-64655 Len-g
443 [ACK] Seq=2 Ack=2 Win=64555 Len=0

5.108865 192.165.10.137 20.189.173.17

N
443 [ACK] Seq=1 Ack=1 Win=
Client Hello (SNI=us-v28.events.data.microsoft.com)

25 5.100869 192.168.10.137 20.189.173.17 Tisv1.2

29 8.204063 192.168.10.137 20.189.173.17 Tcp 54517 > 443 [ACK] Seq=218 Ack=2921 Win.

31 8.206687 192.168.10.137 20.189.173.17 TiSu1.2 - chooos oo "

34 5.286220 192.168.10.137 20.189.173.17 TiSv1.2

35 5.286337 192.165.10.157 20.189.173.17 Tcp in 37
35 8.286337 192.168.10.137 20.189.173.17 Tcp d in 37]
37 8.286337 192.168.10.137 20.189.173.17 TLsvi.2 t Filter

38 8.286442 192.168.10.137 20.189.173.17 Tisv1.2

39 8.286452 192.168.10.137 20.189.173.17 Tcp Packet * Hostname Content Type d in 5]
0 5.235452 192.168.10.137 20.189.173.17 Tcp csp.digicert.com <p IFEWE d in 45]
a1 8.286482 192.168.10.137 20.189.173.17 TR csp.digicert.com b MFEWEENMESwSTA d in 45]
2 5.235452 192.165.10.157 20.189.173.17 Tcp csp.digicert.com s 4 FE Sl in o5]
23 5.285482 192.168.10.137 20.189.173.17 TP csp.digicert.com sp IMEswSTA d in 45]
24 8.286482 192.168.10.137 20.189.173.17 Tcp e = ed in 45]
25 5.235452 192.168.10.137 26.189.173.17 TLSv1.2 ey e 71 bytes “

46 8.285620 192.168.10.137 20.189.173.17 TP 5 S—— 245 byt ed in 57]
52 5.295935 192.165.10.157 20.189.173.17 Tcp meedoc b tlod dere i S 0143 ed in 57]
53 5.205096 192.168.10.137 20.189.173.17 Tcp e o ed in 57]
54 5.295996 192.168.10.137 20.189.173.17 TP msedge.b.tlu.dl.del ‘ led in 57]
55 8.205096 192.168.10.137 20.189.173.17 Tcp DpEEs L= ed in 57]
56 8.295996 192.168.10.137 20.189.173.17 Tcp e m applicati ed in 57]
57 5295996 192.165.10.157 20.189.173.17 Tisv1.2 fi0gabie.

64 8.206774 192.168.10.137 20.189.173.17 Tce Idl.windowsuy m pp ab led in 69]
65 8.296774 192.168.10.137 20.189.173.17 Tcp 7 msedgehtiu.dldelivery.mp.microsoft.com application/octet-stream ab18-5 ed in 69]
65 8.206774 192.168.10.137 20.189.173.17 Tcp ed in 59]
67 8.296774 192.168.10.137 20.189.173.17 Tcp ed in 59]
65 5.206774 192.165.10.137 26.189.173.17 TP e ed 1n 69]

8.296774 192.168.10.137 20.189.173.17

bytes cay
ab:fa:

. WITH_DATA s Save All
quence number)

numb

Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitt

5. Identify all netflow for malicious traffic
Select menu option Analyze->Decode As:
Select '+' in lower left corner to add an entry to the 'Decode As' window
Select 'none' in the 'current' column then choose 'cflow' from the list:

Select 'OK' to save the selection. Note flow packets are subsequently denoted as CFLOW
in the protocol column:
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After this, NetFlow packets will appear as cflow in the protocol column. However, no
relevant NetFlow traffic was found in the capture.

Statistics Telephony  Wireless T

e d JBE E Q

Time Destination

20590 1 55 1 137 163.10 mi. [A
20591 164.518928  192.168.10.137 184.150.58.137 [ACK] Ack=3052834

20592 164.518969  192.168.10.137 184.150.58.137 Tcp 54 54602 > 443 [ACK] Ack=3054294
20593 164.518986  192.168.10.137 184.150.58.137 cp 54 54602 + 443 [ACK] Ack-3055754
20594 164.519015  192.168.10.137 184.150.58.137 Tcp 54 54602 » 443 [ACK] Ack=3857214
20595 164.519844  192.168.10.137 184.156.58.137 Tcp 54 54602 > 443 [ACK] Ack=3858674
20596 164.519690  192.168.10.137 184.156.58.137 Tcp 54 54502 > 443 [ACK] Ack=3860134
20597 164.519108  192.168.10.137 184.150.58.137 Tcp 54 54502 » 443 [ACK] Ack=3861594
20508 164.519118  192.168.19.137 184.150.58.137 Tcp = <o 2
20599 164.519151  192.168.10.137 184.150.58.137 Tcp

20600 164.519182  192.168.10.137 184.150.58.137 cp

20661 164.519215  192.168.10.137 184.150.58.137 Tcp

20602 164.519254  192.168.18.137 184.156.58.137 TCP Default Current
20663 164.519285  192.168.10.137 184.156.58.137 Tcp

20604 164521830 192.168.10.137 104.112.14.115 Tcp

20605 164.530949  184.112.14.115 192.168.10.137 Tcp

20606 164.530949 104.112.14.115 192.168.10.137 TCP

20607 164.530949 184.150.58.137 192.168.10@.137 TCP ssembled in 20627]
20608 164.530949 184.158.58.137 192.168.18.137 TCP ssembled in 20627]
20609 164.530943 184.150.58.137 192.168.108.137 TCP led in 20627]
20616 164.530943 184.150.58.137 192.168.108.137 TCP led in 20627]
20611 164.530849  184.150.58.137 192.168.10.157 TP led in 20627]
28612 164.530949  184.158.53.137 192.168.10.137 TcP 527]
20613 164.530949 184.150.58.137 192.168.10@.137 TCP in 20627]
20614 164.530949 184.150.58.137 192.168.10@.137 TCP 627]
28615 164.530949 184.158.58.137 192.168.18.137 TCP 627]
20616 164.530943 184.150.58.137 192.168.108.137 TCP in 20627]
20617 164.530943 184.158.58.137 192.168.10.137 TCP in 20627]
20618 164.530849  184.150.58.137 192.168.10.137 Tcp ssenbled in 20627]
20610 164.530949  164.112.14.115 192.168.10.137 Tcp

104.112.14.115 192.168.10.137
104.112.14.115 192.168.10.137

V-)h E

pse1-p
mp-micr

Cancel

«58.137 TCP

.58.137 TCP

-38.137 TCP

.58.137 TER

.58.137 TCP

-38.137 TCP

.14.115 TCP

-10.137 TCP

.18.137 TCP

.18.137 TCP ssembled in 28627]
.10.137 TCP ssembled in 28627]
.18.137 TER in 28627]
-19.137 TCP in 28627]
-10.137 TCP in 208627]
-18.137 TCP in 2@8627]
.10.137 TCP ssembled in 20627]
.19.137 TCP i

-19.137 TCP

-10.137 TCP 28627]
.18.137 TER 28627]
.19.137 TCP in 28627]

bits)
b:fa:bs

@

)
-]

S0 w®
MmNaunE o



MOHAMAD ALMASRI 101167438

6. Identify usernames :

User-Agent: Microsoft-CryptoAPI/10.0

Help

amm

protocol Length

211.108 5=1460 WS=256 SAC
10.137 [SYN, ACK] Seqed Ackel Wine64248 Lensd MSS=1309
211.108 2

.211.108 530 [ACK] Seq-1 Ack=235 b
.211.108 i

. 54 54530 + 88 [ACK] Se
211.108 288 GET
10.137 .
10.137

211.108

10.137
192.229.211.168 T 2B J8gUr

2€02cOVEXB2UGHNE3D HTTP/1

87330 9t IpPahyxdi uliki:

ache-Control: max-sge=7200

A0 in wam m
- RIEOTRS §3 532024100221355824)
7). © Sernds

Cont:

Entire conversation (1783 bytes) Nodeftatimes = Stream 24

Find: tve | FindNext

Filter Out This Stream ~ Print Help

digicert
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Statistics  Telepho p
Qe gl e Qe mm

Destination Protocol Length
1 7

ain Name

7. ldentify who else is on the network
To identify who else is on the network, follow these steps:
e Go to Statistics: In Wireshark, click on the "Statistics" menu at the top.

e Select Endpoints: Choose "Endpoints" from the drop-down menu. This will show you a li
of all devices (endpoints) that have communicated on the network during the capture.

e View the List: The list will display IP addresses, MAC addresses, and other details about
each device connected to the network.
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7 49.979501
648 49.982450
549 49.982450
650 42

8. What are the HTTP and DNS requests:

HTTP requests are used when a computer (client) talks to a website's server to ask for
something or send information. Different types of requests do different things:

« GET: Used to get (retrieve) a webpage or file.

o POST: Used to send data, like when you fill out a form.

o PUT: Used to update something, like a file or information.
« DELETE: Used to remove something from the server.

o PATCH: Used to update just part of something.

DNS requests are like asking a phonebook for a phone number. When you type a
website’s name (like google.com) in your browser, your computer doesn’t know where th:
is right away. So, it sends a DNS request to find the IP address (like the phone number)
for that website.

The DNS server then replies with the IP address, and your computer uses that to connect
to the website.

In short, DNS requests help your computer find the right address for websites so you can
visit them.
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211.108 JBgUrDgHCOEUABS pPmhxd iulicHt (858YCEABTFXNC 2c!

cOVCXB2UGIHNID HTTP/1.1

STAIBgUDGICGRUA 2 ohX2F 58YgFV7gQu it 7190VUCEADY2QTVMENGS00Y 5Q¥30 HTTP,

323 52,4228 192
7433 151.651709  192.168.10.137 ™ pate/v3/static/trustedr/en/disallovedcertst]. cab?716cc9FF7Fe31386 HTTP/1.1
7435 151.665142  184.150.154.80 92.168.10.137 i /1.1 304 Not Modified
7523 151937040
7524 151.937104
7527 151.945700
7531 15
7542 151.974413
7550 151.986636  184.150
3394 153.734913  192.163.10.137 211, : = TAIBgUCDgAC 2128285 1P TIWENDL0UTTUTBEVS uhuSER2 2
8403 153.767891  192.229.211.108 137
192.165.10.137 YBtig2awn 1RhGDORK2F 55

/update/v3/static/trustedr/en/disallonedcertst]. cab?51368583e17ac875 HTTP/1.1
ustedr/en/disallowedcertstl. cab?ed9a15925fe313c1 HTTP/1

jpdate/v3/static/trustedr/en/disallowedcertstl. cab?c95a1bf81238000F HTTP/1.1
o

SMSTAIBgUDGNCGEUABBQS B0 tXA2FhOZE 1X2B2BS 1P

S7Q1X2KCE, KVWkdI6vH130138%3D HTTP/1.1

21538 164.942873 3 reamingservice/files/a6062375-F301-4c36-9744-cafIsb246eTb/pleceshash K
21540 164.954838 .168.10.137 885 HTTP/1.1 200 OK (application/octet-stream)

21702 165.047196 filestreamingservice/files/s6062375-1301-4¢36-974d-c 752P1=172859697; TokZma7qILrS:
21703 165.047265 estreamingservice/files/a6062375-F301-4c36-974d-caf9ab236e 70 P1=17265969714P 220489 3-20P 4= 200 TOMZMMCTGILr
21766 165.066035 L Content (application/octet-str
21707 165.066323 (application/octet-strean)
21708 165.067661 o reamingservice/files/as cafoab246e7b2P1=17285969718P2 =82R0TOMZINXTq L
21709 165. 068518 68.10.1 111, £ s Touz)

25384 178..1. o GET /filestreamingservice/f

25394 178.152045 10 HTTP/1.1 200 OK (application/octet-stream)

25408 178.244109 0.1 GET ingservice/files/f09ab18-67¢7-49¢3-930 1 £4d0X267T1yTO LKy IYDINCh 9SpFaB2RVQ ] 100t Lcs
25411 178. 2444 7 ; GET / iles/ffo9ab18-67e7-4: 1= 2 Z71yTeluKy IYDINCh]95pFR8ZRVG] 100t 1w

E£28Ks0Vp5FplRUAARZOEAOBLAHKIXZ
(+E28K smVpS]F piRUA4mIgAOELrHKIX2

B¢smVp8FpiRUS4mzOgAOELrHKIK2
2oc7qILrS THEEZEK SV FpiRUILaIIRA0BLrHKIXZ

 interface

WENADIQQUTE T8I VSUNUSER2F6X2Br kS 7QYXfzkCEA Tuv 0 HTTP/1.1\r\n

1D4© mEE

dns

D154 153.493763  192.168.18.137 F) Standard query Ex2766 A DUL.store.aicrosoft.com
153434147  192.168.10.2 3 Standard query response x2786 No such nams A pti.store.
153566890  192.168.10.137 E Standard query Bx8dfe A arc.msn.con

152.168.18.137 ¥ Standard query Bxddfe A arc.msn.con

152.168.18.2 d query response @xBdfe A arc.msn.com CAME arc.trafficaanager.net CHAME iris-de-prod-azsc-v2-acus-b.narthcentralus.cloudagp.azure.con A 23.181.1

152.168.18.2 H query response Gxddfe A arc.msn.con CNAVE arc.trafflcnanager.net CAME irls-de-prod-azsc-v2-eusd-b.eastusZ.cloudapp.azure. com A 29,75
query Bxddal A ocsp.digicert.com
query response Gxddal A acsp.digicert.com CNAHE ocsp.edge.digicert.con CHARE fp2e7a.upc. 2bed.phicdn.net CHAME fp2e7a.upc.phicdn.net 4 192.229.3—}
query @xads A vie.events.data.microsofe. com
query response @xadb A vie.events.data.microsoft.con CHAME win-g data. dcmanager. net CNAHE anedscolprdmssla.westy
query A winatp- gu-eus. microsoft, con
query response @xbfbl A winatp-ga-eus.aicrosoft.con CUAME sevillecloudgatensy-eus-prd. traff lcasnager.net CHAM
query @x3116 SRV _ldsp._tep.dc._msdes. WIRKGROUP, localdomain
query BxbSf2 A res. publ]
query

508 n51-39. azure-dn:

mps-nde-prd-eus2-14. eastusz. cloy

155, 449083
155, 449085

156.190644  192.168.18.137 168.18.2 Standard query Budebb A ecs.office.com
156.200622  192.168.18.2 7 Standard query response dehb A ecs.office.com CNAE ecs.office.

emanager.net CHAME 5-005-offi

e.config.skype.con CAME ecs-office.s-8005.5-msedy

Standard query fdebb A ccs.office .

10508 156.228517  152.168.18.2 Standard query icmanager . net CNAYE 5-0005-oFFice. config. skype.com CHAME ccs-cffice.s-0005. 5-macdy
11452 156.696962  152.168.10.137 8.10.2 standard query

11453 156.913466  192.160.10,137 Standard query BxG<1B A self.events,data.microsoft.con

11454 156.914574  192.168.18.2 Standard query response BX6c18 A self.events.data.microsoft.com CNAME self-events-data.trafficnsnager.net CNAME onedseolprduus: 5. eloudapp. azure. d
11456 156.931364  152.168.16.2 ? Standard query response Gx6cl8 A self.cuents.data.microsoft.com CNAME self-events-data.trafficmanager.net CHAME onedscolprdwus: 5.cloudapp . azure.
12038 157549365 152.168.18.137 Standard query Gxd8b7 A us-v26.events.data.microsoft.con

12079

Standard query response @x96h7 A us-va@.events.dats.microsoft.com CHAME us.events.d

_trafficasnager.n

Char

edscolprowus 16, we:

5. cloudapp. azure.

17605 Standard query Bx14e9 A settings-win,dats.microsoft. con

17606 Standard query Bx14e9 A settings-win.dats.microsoft.con

17607 162. Standard query response @xlded A settings-win.dsts.microsoft.com CNAME stw-settingsfe-prod-geod.trafficeansger.net OMME settings-pr n-L.cei

17609 162. XS § Standard query response @xlded A settings-win.data.microsoft AME atm-settingsfe-prod-geal. trafficnanager.net CHAME settings-prod-scus-2.southcentd
18876 163128739 152.168.18.2 8,10, 2 Standard query response €x3116 Mo such name SAV _ldap. _tcp.dc._msdcs.WORKGROUR, Localdamain

{3¢8EFcae.

9. Identify which malware connected to which remote host
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nfo —
Application Dats

443 + 54528 [ACK] Seq-6559 Ack=628 Win=64240 Len=0

1168.10.137 443 + 54524 [ACK] 5eq=6559 Acke666 Win=64240 Len-0

168.10.137 54 443 - 54524 [ACK] Sequ6559 Ack=045 Win=64240 Len

.s0.82.182 168.10.137 - 54528 [ACK] Seqs6859 Acks2254 Wins6240 Lensd

243
983516 84.40.82.182 168.10.137 © 54 843 + 54524 [ACK) 5eq=6559 Ack=2491 Win=64240 Len~
1984293 .168.10.2 1165.10.13 Standard query - x4168 A ocsp.digicert.con CNANE ocsp. edge.digicert.com CNAME fp2e7a.upc.2bed.phicdn.net CNAME fple7a.woc.phicdn.net A 192.229.3

40.82,182 192.168.16. 443 + 54525 [ACK] 50qe6559 Ack=666 Win-64248 Lens0
40.32.182 1 443 » 54524 [ACK] Seqm6559 Ack=2709 Win=63240 Len-0
49.82.182 92. 1 443 < 54524 [ACK] Seq-6559 Ack=4099 Win=64240 Len=0

84.40.82.182 X 443 + 54524 [ACK] 56qa6559 Acks5201 Min=64240 Len=d

.229.211 2 ¢ 8 + 54530 [SYN, ACK] Se k-1 Win=64240 Len=3
54530 + 30 [ACK] Seaw1 Ack=1 i

88 ~ 54530 [ACK] Seqel Acks23

Response

Client Key Exchange, Change Cipher Spec, Encrypted Handshake

Client Key Exchange, Change Cipher Spec, Encrypted Handshake

Client Key Exchange, Change Cipher Spec, Encrypted Mandshake

Application Data

Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

Application Data

Application Dats

Application Data
Application Dats —
Application Data

433 + 54527 [ACK] Seqe3724 Ack=326 Win=54240 Len-0

on interface 00 50 56 &

29:68 (00:50:5 12 ad d8

%30 HTTP/1.1\r

9t Iph
LNk MEIpY
CEAS fFXMCzcO

2 W
WTTR/1.1
tion.

Profile

nalyze  Statistics

Resmt il =S

20.189.173.17 T (sud g .microsoft. com)
192.168.10.137 Tce a ] Seqal Acks218 Wins64248 Lens

] Seqel Ack=218 Wine64248 Lens1460 [TCP POU reassembled in 30]

Seq-1451 Ack-218 win- 5o [P oy o lod in

A% 3

3

pses1622275620t 150

192.168.10.137

295885 20.189.173. 192.168.19.137
295685 20.189.173. 192.168.10.137
295035 192,168.10. 20.189.173.17
1295996 3 i 20.189.173.17

1OOT HOO IO (1 100100000 009500
E oz ¢ 09
t5.data.microsoft. con@pBevents . data.microsoft . conl® . vortex-win. data.microsoft . con@®
21374 ol com@®.vortex. data. microsoft . con@pdvortex. data.microsoft. con@3®  events. data. microsof

bytes captured (2 terface \Device\NPF_{3EBEFEQD-0SEQ-47EA-86CF -DEF2EQ
40:f2:b5:37), Dst: VM 29:68 (09:59:56:03:29:68)

Entire conversation ( Show MNodeltatimes = | Seam 2
Find: . Find Next

Filter Out This Stream ~ Print Saveas.
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o 53bBCDE2041baZlcldcob3ba0EchdScalB1aTe:

53bBr082041baz1cldcohabagschdsca18157059ba39esh 291 TTdTa4 T5ale60

16061KB a mament ago

COMMUNITY

10.In a minimum of 1500 words, explain what was captured in the pcap chronologically. You
explanation must include full screen screenshots with labels on them.

This is an independent activity, do not work in groups to solve the answer. Everyone needs to ru
their own malware, and do their own analysis.



