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ADVANCED SOC - COMP 4078
Lab03

Let's name your device

Make it yours with a unique name that's easy to recognize
when connecting to it from other devices. Your device will
restart after you name it.

osINT] X

Can't contain only numbers

Mo more than 15 characters

' ) Mo spaces or special characters other than hyphen [ - ), dashes
(— and - ), and underscore ( _)

Skip for now Next
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Windows 11 x64 OSINT

Hi, Michael!
Let's bring your folders, apps, settings, and credentials over
from another PC so you can access them right

away. Privacy Statement

Choose how you would like to set up your PC

== Restore from a PC (Windows 10 and a...

£ set up as a new PC

If your info is stored on another type of device, you'll need to
set up as a new PC.

Learn more Next
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Checking for Windows updates
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We're installing the latest features

This could take around 30 minutes. Feel free to walk away or play our surf game while you wait, just make sure to leave your PC on
and plugged in.

Your (pdate is in prog

we'll take it from Mere

Updating

Step 1 of 3: Downloading - 3%

B ¥ »
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@ Malwarebytes Setup

™,

Malwarebytes Setup Wizard

Install now to clean and protect your computer for good

Advanced options

101167438

Titem  1item selected 2.43 MB

ENG 10:20 PM -~
.
~ us C'? ] 2024-10-08 !' PRE

+Use Malwarebytes for Windows https:/ /www.malwarebytes.com/
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] Malwarebytes Setup —

@ @ ©

Choose Customize Complete

Prevent future infections

After Malwarebytes scans and cleans v

your device, our Premium version

works to prevent future infections. Our
always-on protection runs quietly in

the background, blocking all kinds of Installing... 19%
cyberthreats before they become a

problem. Downloading files

Titem 1item selected 2,43 MB

P L W T U A S

In the second step, the virtual machine is being configured as a new PC, following the

setup process. The screenshot below shows the option to set up the machine as a new
PC.
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M Malwarebytes

®alwarebytes

@) ) ¥

Device Scan Trusted Advisor Digital Footprint

Scanning your device for threats...

+ Checking for updates
Scanning memory
Scanning startup items

Scanning file system

Scantime  Itemsscanned  Detections
0:00:15 0 0

Pause device scan

101167438

The second screenshot shows the VM setup as a new PC, which isolates the
environment for safe and controlled OSINT operations. This clean setup is essential
for conducting malware analysis without compromising the host machine.
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¥ Malwarebytes = O

Malwarebytes

© 0 %

Device Scan Trusted Advisor Digital Footprint

Great news, no threats detected

Next, our Trusted Advisor will check for any gaps in
your security

This step illustrates the process of checking for Windows updates on the virtual
machine, ensuring that the latest security patches are applied
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™ Malwarebytes —

Malwarebytes

v ki

Device Scan Trusted Advisor Digital Footprint

Here's what we found

o Firewall enabled Blocks network attacks and unauthorized access

° Windows is up to date Windows updates provide essential security and performance improvements

Trusted Advisor will continue monitoring these things for you,
in case anything changes.

Next, we'll search the dark web for any leaked or stolen
information about you.

Here, Malwarebytes is shown actively scanning the system for any potential threats,
ensuring that the system is secure before any further analysis is performed.




MOHAMAD ALMASRI

101167438

™ Malwarebytes = O X
Malwarebytes sl expires in 14 days - Qo
SECURITY TRUSTED ADVISOR
B
Dashboard O Scanner m . This PC View details
Last scan: today :
il
Identity
Protection . . 5
NEW @ Detection History : Protection score

e

Settings @ Real-Time Protection

Active

90

Good

ONLINE PRIVACY

VPN (8 Upgrade
@ Your connection is
Public

{p Stockholm Change

Private IP: Not connected

Other devices Refresh

Enjoy the convenience of protecting
multiple devices with one subscription.

R & @ ios

See protection plans

0&O Shut Up 10
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Q) 080 shutUp10++ (Administrator)

File Actions View Help Search

Current User Local Machine

STATE SETTING RECOMMENDED

Privacy

Disable and reset Advertising ID and info ® yes
Disable transmission of typing information @ yes
Disable suggestions in the timeline @ yes
Disable suggestions in Start @ yes
Disable tips, tricks, and suggestions when using Windows ® yes
Disable showing suggested content in the Settings app @ yes
Disable the possibility of suggesting to finish the setup of the device ® yes
Disable app notifications © limited
Disable access to local language for browsers @ limited

Disable text suggestions when typing on the software keyboard ® limited

Disable sending URLs from apps to Windows Store @® no

Activity History and Clipboard
Disable storage of clipboard history ® yes

Find new versions at: https://www.oo-software.com/ @ OO software

The next step involves configuring the necessary privacy settings using O&O Shut
Up 10 and setting up other OSINT tools like BleachBit to ensure the environment is
clean and secure.

O&O Shut Up 10 is shown in this screenshot, which disables Windows telemetry and
other privacy-intrusive features. This setup ensures a minimal data footprint during
the analysis
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System Cleaner

(bleachbit.org).
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a D Preview 4 Clean C t BleachBit

Backup files
DS _Store
Thumbs.db

Windows Media Player
Media player

Temporary files
VIM swap files across system (Cacha: Delcte e cachia
VIM swap files under user profile Most recently used: Delete the most recently used list
! » Internet Explorer
» Microsoft Edge
v System
Clipboard

Custom

AR QRQAQ

Free disk space
Logs
Memory dump
MUICache
Prefetch
Recycle bin
Temporary files
Update uninstallers
» Windows Defender
» Windows Explorer
» Windows Media Player

CH R ICURE U TR

\\

BCA4.tmp
Delete setup.log
Delete
Delete
EEC

bamiservice.log

nb_errors999.log
sedge_installer.log

temp.01DB194379A381FB.sdb

Delete

Delete 1 ¥ t mp.01DB19487E09D82D.sdb
Delete 1.1kB C: = mp.01DB19487E0C44D6.sdb

Delete i mp.01DB194B3BDAB7DE.sdb
Delete i p\temp.01DB194B3BE66C

Delete 31.4 - DB194B8EOE7

Delete \temp.01DB194B8E6IAAOD.sdb

Delete 31.4 ) mp.01DB194B900F3043.sdb
Delete 1.1kB C:\Windows\temp\temp.01DB194B900F3044.5db
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Let's set you up

We want you to get the most out of NordVPN. These recommended
settings will set you up for the best experience.

Auto-connect
Get auto-connected to VPN for
effortless security.

On all networks v

Internet Kill Switch on D

Disable internet access only if your VPN connection
drops unexpectedly

Threat Protection Pro™
On
Block ads, web trackers, dangerous websites, and Q
malicious files. By using Threat Protection, you
agree to our Privacy Policy and Terms of Service.

Here, the images show the setup of NordVPN, which provides secure and encrypted
network access. Following the VPN configuration
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AUTO-CONNECTED

+8 Canada #1667
IP: 62.3.36.120  ISP: PacketHub S.A. 100%

Paisi O C/ ® With VPN
Without VPN

[& Weekly connection time ©

Recent connections
1072 10/3 10/4 10/5 10/6 10/7 10/8

¢ Quick Connect
United Stat ;
& e States "o Threat Protection Pro™ ©

g'v_. United Kingdom Threats detected (last 30 days)
B Fastest server

) B &5

Search connections - Ads & trackers Malicious files Vulnerabilities

Countries Specialty servers Devices

Albania .
Tirana io File sharing Turn on Meshnet

‘ Algeria Turn on Meshnet to share files securely
Algiers - Virtual
V' Enjoy private and direct transfers between devices.
Andorra

v
Aot Vel = Vit Send files of any size securely.

V' Receive files in their original quality.

“= Argentina
W Buenos Aires

@ Armenia

Connected to Canada #1667

KeePassXC is used for managing passwords securely.
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M KeePassXC Setup

Completed the KeePassXC Setup Wizard

Click the Finish button to exit the Setup Wizard.

KeePassXC

Password Manager

Setup

Launch KeePassXC

'@:‘ Passwords - KeePassXC = (m] X
Database Entries Groups Tools View Help
&R0 A0 & 7T B & [ oo ?
~ Root 1} O | Tile A | Username URL Notes Modified
Root X
General

Autotype Enabled

Searches and Tags
Clear Search Searching Enabled
: Expiration Never
& All Entries
Notes
€ Expired

& Weak Passwords

0 Entries
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osint_tools.sh

domains.sh

ENG o M L @
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Firefox is configured with secure browsing settings to prevent tracking and ensure
privacy during browsing sessions. The following placeholders show the various
configurations made to enhance privacy and security.
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Browsing

[T use autoscrolling

Use smooth scrolling

7] Always show scrollbars

[7] always use the cursor keys to navigate within pages

[T Always underline links

7] search for text when you start typing

Enable picture-in-picture video controls Learn more

Control media via keyboard, headset, or virtual interface Learn more
7] Recommend extensions as you browse Learn more

[] Recommend features as you browse Learn more

Network Settings

Home Restore Defaults

New Windows and Tabs
Choose what you see when you open your homepage, new windows, and new tabs.

Homepage and new windows Blank Page w

MNew tabs Blank Page v

Firefox Home Content
Choose what content you want on your Firefox Home screen.

[] @ web Search

o8 Shortcuts

Sites you save or visit 1row ~

[[] @ Recommended stories How it works
Exceptional content curated by the Firefox Family

[[] 4= Recent activity

A selection of recent sites and content 1row v
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Delete cookies and site data when Firefox is closed

2curity Passwords

[7] Ask to save passwords

Mozilla

[C] show alerts about passwords for breached websites Learn more

Clear Data...
Manage Data...

Manage Exceptions...

Exceptions

Saved passwords

Learn more

[] Use a Primary Password Learn more Change Primary Password...

Formerly known as Master Password

Autofill

[] save andfill addresses Learn more

Saved addresses

[7] save and fill payment methods Learn more Saved payment methods

Includes credit and debit cards

Themes History

rt Firefox will ~ Use custom settings for history ~

[[] Always use private browsing mode

Clear History...

101167438




MOHAMAD ALMASRI 101167438

Settings - Notification Permissions

The following websites have requested to send you notifications. You can specify which
websites are allowed to send you notifications. You can also block new requests asking to allow
notifications.

0 search Website

Website

Remove Website Remove All Websites

Block new requests asking to allow notifications

This will prevent any websites not listed above from requesting permission to send
notifications. Blocking notifications may break some website features.

Cancel Save Changes

A

Firefox Data Collection and Use

We strive to provide you with choices and collect only what we need to provide and improve
Firefox for everyone. We always ask permission before receiving personal information.
Privacy Notice

(@ You're no longer allowing Mozilla to capture technical and interaction data. All past data will be deleted
within 30 days. Learn more

[7] Allow Firefox to send technical and interaction data to Mozilla | earn more
Allow Firefox to make personalized extension recommendations Learn more

[7] allow Firefox to install and run studies View Firefox studies

[] Allow Firefox to send backlogged crash reports on your behalf Learn more

Website Advertising Preferences
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Search Results

Deceptive Content and Dangerous Software Protection

Block dangerous and deceptive content Learn more

iilla

Recommended Add-ons:
« Firefox Containers: Isolates websites in separate tabs.
« uBlock Origin: Blocks unwanted scripts.
o DownThemAll: Downloads bulk media.
o Bulk Media Downloader: Downloads bulk media.

« VideoDownloadHelper: Downloads media with one click.

« FireShot: Takes screenshots of web pages.
« Nimbus: Captures large web pages.
« SingleFile: Saves web pages as HTML files.

I've installed all these add-ons, as shown in your screenshot.

101167438
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Find more add-ons

Search addons.mozilla.org

101167438

nmendations Manage Your Extensions ]
sions [,
o PO AWS SSO Containers & @ -
Automatically places AWS 550 calls into containers
15
Bulk Media Downloader (& o -
lages Grab and download media (image and video) sources by monitoring network (like FlashGot)
m DownThemAll! @ -
The Mass Downloader for your browser
.rﬁ'l Nimbus Screen Capture: Screenshots, Annotate & Q€ -
L —#% Screen Caplure FULL Web page or any part. Edit screenshots. Upload to Nimbus, Slack, Goo...
’ SingleFile (o) @ -
+ Save a complete page into a single HTML file
@ Take Webpage Screenshots Entirely - FireShot & [ o=
Take FULL webpage screenshots. Capture, edit and save them to PDF/JPEG/GIF/PNG, uploa...
Settings @ uBlock Origin @ @ -
Finally, an efficient blocker. Easy on CPU and memaory.
s Support
\id I, landldaloar fre] Pay
r=

(@) {» Recommendations
A Y Extensions

,'? @ Themes

! {4 Plugins

8 Po Lenguages

B Firefox Settings.

] @ Addons Suppart

or press Ctrl+G

Find more add-ons

Manage Your Extensions @
&) BulkMedia Downlosder @ @

% Copy Selected Links & - -
Right-dick selected text to copy the URL of any links it contains.

g DownThemallt @ -
The Mass Do  your browser

3 ExifViewer
= et

refox Multi-Account Contait

ult-Account Containers

$K 1mage search Options - -

A Customizatle E ns

TN Nimbus Screen Capture: Screenshots, Annotate @ - -

i pture FULL Web page or any part. Edit screenshts. Uploa

v oneTab £ @ @ -
Save up ta 95% memory and reduce tab clutter

)9
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<« (] @ Firefox about:addons 67% 1Y @ 9 © n =
) 4 Recommendations Manage Your Extensions. )
A Y Extensions
Themes singleFile
? @ Theme h lefile <] ) -
. 4 (9 Plugins
= Do Lencuases [ TokeWebpage Screemshots Entirely-FireShot @ @D -
d The Stream Detector & - -
@ wolckoin O S @ -
#  User-Agent Switcher and Manager (9 @ - -
@ VideoDownloadiclper O @ @ -
@, Web Archives
5] [=2] ) [ o}

Recommended Extensions

g e Add to Firefox
rkkdy
ﬁ/ FoxyProxy Standard Add to Firefox

il

LAZAM .

JEPPRPEIRCI /]

Applications for OSINT on Linux OS

VLC Media Player:

Purpose: VLC is a powerful, cross-platform multimedia player that supports a wide
variety of audio and video formats, including streams, DVDs, and Blu-Rays. It's a key
tool for OSINT because it can open and play almost any type of media file you may
encounter during investigations.
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il michael@michael-VMware-Virtual-Platform: ~ <8 =

:-$ * sudo apt install -y vlc
*: command not found
:-$ sudo apt install -y vlc
[sudo] password for michael:
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
vlc is already the newest version (3.0.20-3buildé6).
0 upgraded, @ newly installed, @ to remove ind 3 not upgraded.
:~$

osint_tools.sh

-0 i
<9 domains.sh
\e'

side or press Ctrl+G.

144AM
&

mm - . 14 i A NG A
BB  Q search 9. i us =P ae010

michael@michael-VMware-Virtual-Platform: ~

:-$ sudo apt install -y vlc

[sudo] password for michael:

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
fonts-freefont-ttf i965-va-driver intel-media-va-driver 1iba52-0.7.4
libaacs® libaribb24-0t64 1libass9 libavcodec6® libavformat6@® libavutils8
libbdplus® libbluray2 libcddb2 Llibchromaprintl libcjsonl libcodec2-1.2
1libdav1d7 1libdc1394-25 libdca® libdouble-conversion3 libdvbpsil® libdvdnav4

FFmpeg:

Purpose: FFmpeg is a command-line tool used to convert multimedia files between
formats. It’s particularly useful in OSINT when you need to manipulate, extract, or
transcode video and audio files for further analysis. FFmpeg provides powerful
features like converting, recording, and streaming video and audio.
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michael@michael-VMware-Virtual-Platform: ~ Q _

Sl udo apt install -y ffmpeg

M michael@michael-VMware-Virtual-Platform: ~ i = D @ &

:-$ ¢ sudo apt install -y vlc
*: command not found
:$ sudo apt install -y vlc
[sudo] password for michael:
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
vlc is already the newest version (3.0.20-3build6).
0 upgraded, 0 newly installed, 0 to remove and 3 not upgraded.
:-$ sudo apt install -y ffmpeg
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
ffmpeg is already the newest version (7:6.1.1-3ubuntuS+esm2).
0 upgraded, 0 newly installed, 0 to remove and 3 not upgraded
:~$

osint_tools:sh

domains.sh

= == . . ENG L44AM o g
BB Q search 8. 3 A s TY 000 @B

Video Download Tool:
YouTube-DL

o Purpose: YouTube-DL is a command-line program that helps you download
videos from YouTube and many other websites. It’s an essential OSINT tool for
downloading videos in bulk from online sources for offline analysis or archival.
It is often used when you need quick and efficient video downloading.
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michael@michael-VMware-Virtual-Platform: ~

Wsudo apt install -y python3-pip

S source myenv/bin/activate
(myenv) :-$ pip install youtube_dl
Collecting youtube_dl
Downloading youtube_d1-2021.12.17-py2.py3-none-any.whl.metadata (1.5 kB)
Downloading youtube d1-2021.12.17-py2.py3-none-any.whl (1.9 MB)

eta
Installing collected packages: youtube dl
Successfully installed youtube dl-2021.12.17
(myenv)

Q Files = s Streamlink streamlinkEnvironment

O Recent

F P F
* Starred

lib share yvenv.cf
{3t Home B 9

[@ Documents

§ Downloads

il (i ttall -y vic
& Pictures

B Videos

i Trash
(® Ubuntu24... a

+ Other Locations

0 upgraded, O newly installed, © to remove and 3 not upgraded.
18 D
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michael@michael-vMware-Virtual-Platform: ~ Q

15 youtube-dl --version

:-5 yt-dlp --version

Y |

101167438
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1  michael@michael-vMware-Virtual-Platform: ~/Downloads/Programs/stre...

Downloading websocket client-1.8.0-py3-none-any.whl (58 kB)

Downloading isodate-0.7.2-py3-none-any.whl (22 kB)
Downloading pycountry-24.6.1-py3-none-any.whl (6.3 MB)
eta
Downloading attrs-24.2.0-py3-none-any.whl (63 kB)
eta
Downloading charset normalizer-3.4.0-cp312-cp312-manylinux_2_ 17 x86_64.manylinux
2014 x86_64.whl (143 kB)
eta
Downloading idna-3.10-py3-none-any.whl (70 kB)
eta
Downloading sniffio-1.3.1-py3-none-any.whl (10 kB)
Downloading wsproto-1.2.0-py3-none-any.whl (24 kB)
Downloading outcome-1.3.0.post@-py2.py3-none-any.whl (10 kB)
Downloading sortedcontainers-2.4.0-py2.py3-none-any.whl (29 kB)
Downloading h11-0.14.0-py3-none-any.whl (58 kB)
eta
Installing collected packages: sortedcontainers, websocket-client, urllib3, typi
ng-extensions, sniffio, PySocks, pycryptodome, pycountry, 1lxml, isodate, idna, h
11, charset-normalizer, certifi, attrs, wsproto, requests, outcome, trio, trio-w
ebsocket, streamlink
Successfully installed PySocks-1.7.1 attrs-24.2.0 certifi-2024.8.30 charset-norm
alizer-3.4.0 h11-0.14.0 idna-3.10 isodate-0.7.2 1xml-5.3.0 outcome-1.3.0.post@® p
ycountry-24.6.1 pycryptodome-3.21.0 requests-2.32.3 sniffio-1.3.1 sortedcontaine
rs-2.4.0 streamlink-6.11.0 trio-0.26.2 trio-websocket-0.11.1 typing-extensions-4
.12.2 urllib3-2.2.3 websocket-client-1.8.0 wsproto-1.2.0
(streamlinkEnvironment)

|

m_e : Streamiin
watch?v=07VWtFtDvRg&1list=PLWBbTPfXNGdAAY3AfCNtm120gzryfs7Ket best
[1] 20913
Command 'best' not found, did you mean:

command 'beet' from snap beets (1.4.9)

command 'Jjest' from deb jest (29.6.2~dsl+~cs73.45.28-5)

command 'test' from deb coreutils (9.4-2ubuntu2)

command 'beet' from deb beets (1.6.0-7)

command 'btest' from deb btest (0.72-1)

command 'bst' from deb buildstream (1.6.9-1)
See 'snap info <snapname>' for additional versions.
(stream_env) 1§ [cli]l[info] Found matching plugin y
outube for URL https://www.youtube.com/watch?v=07VWtFtDvRg
error: This plugin does not support VOD content, try yt-dlp instead
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