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+Use Malwarebytes for Windows https:/ /www.malwarebytes.com/ 
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In the second step, the virtual machine is being configured as a new PC, following the 

setup process. The screenshot below shows the option to set up the machine as a new 

PC. 
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The second screenshot shows the VM setup as a new PC, which isolates the 

environment for safe and controlled OSINT operations. This clean setup is essential 

for conducting malware analysis without compromising the host machine. 
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This step illustrates the process of checking for Windows updates on the virtual 

machine, ensuring that the latest security patches are applied 



MOHAMAD ALMASRI  101167438 

 

 

Here, Malwarebytes is shown actively scanning the system for any potential threats, 

ensuring that the system is secure before any further analysis is performed. 
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O&O Shut Up 10 
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The next step involves configuring the necessary privacy settings using O&O Shut 

Up 10 and setting up other OSINT tools like BleachBit to ensure the environment is 

clean and secure. 

O&O Shut Up 10 is shown in this screenshot, which disables Windows telemetry and 

other privacy-intrusive features. This setup ensures a minimal data footprint during 

the analysis 
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System Cleaner 

(bleachbit.org). 
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Here, the images show the setup of NordVPN, which provides secure and encrypted 

network access. Following the VPN configuration 
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KeePassXC is used for managing passwords securely. 
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Firefox is configured with secure browsing settings to prevent tracking and ensure 

privacy during browsing sessions. The following placeholders show the various 

configurations made to enhance privacy and security. 

 

 



MOHAMAD ALMASRI  101167438 

 

 

 

 



MOHAMAD ALMASRI  101167438 

 
 

 

 



MOHAMAD ALMASRI  101167438 

 

 

 

 

 

 



MOHAMAD ALMASRI  101167438 

 
 

 

 

 

Recommended Add-ons: 

• Firefox Containers: Isolates websites in separate tabs. 

• uBlock Origin: Blocks unwanted scripts. 

• DownThemAll: Downloads bulk media. 

• Bulk Media Downloader: Downloads bulk media. 

• VideoDownloadHelper: Downloads media with one click. 

• FireShot: Takes screenshots of web pages. 

• Nimbus: Captures large web pages. 

• SingleFile: Saves web pages as HTML files. 

I've installed all these add-ons, as shown in your screenshot. 
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Applications for OSINT on Linux OS 

 

 

 

 

VLC Media Player: 

Purpose: VLC is a powerful, cross-platform multimedia player that supports a wide 

variety of audio and video formats, including streams, DVDs, and Blu-Rays. It's a key 

tool for OSINT because it can open and play almost any type of media file you may 

encounter during investigations. 
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FFmpeg: 

Purpose: FFmpeg is a command-line tool used to convert multimedia files between 

formats. It’s particularly useful in OSINT when you need to manipulate, extract, or 

transcode video and audio files for further analysis. FFmpeg provides powerful 

features like converting, recording, and streaming video and audio. 
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Video Download Tool: 

YouTube-DL 

• Purpose: YouTube-DL is a command-line program that helps you download 

videos from YouTube and many other websites. It’s an essential OSINT tool for 

downloading videos in bulk from online sources for offline analysis or archival. 

It is often used when you need quick and efficient video downloading. 
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