MOHAMAD ALMASR 101167438

DIGITAL FORENSICS&INCID. RESP - COMP 4071

Assignment 2

Introduction:

I executed a sample of ransomware in a virtual machine to analyze the sample in
this assignment. A range of forensic tools was used in the analysis to identify
malicious processes . The focus was on examining memory data, creating YARA
rules related to identified ransomware and testing them with the THOR Lite
scanner. This report will tell the whole story of how was the evidence collected,
what was done with that evidence and finally, analysis of the evidence. Each and
everything you will find in this report including a description of the tool which was
used and its challenges.

At the start of the process, I prepared my VMware virtual machine and connected
to the VPN. After that, I navigated to my system to access the necessary files. |
opened the "October 2019" folder, which contained all the ransomware malware
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samples for this analysis.

=% SoftEther VPN Client Manager - O X
Connect  Edit  View Virtual Adapter Smart Card Tools Help
WPM Connection Setting Mame Status WPM Server Hostname Virtual Hub Wirtual Network A...
(51 Add VPN Connection
:EﬁGBCZaﬂ -SEP Connected  Wargaming2.softether.net (Direct TC...  Wargaming2 VPN B
Wirtual Network Adapter Name Status MAC Address Wersion
i VPN Client Adapter - VPN Enabled 5E-F1-66-9E-4C-1A 4.25.0.9658
ing List
Eceive a
SoftEther VPN Client Manager Ea 1 VPN Sessions g SoftEther VPM Client Build 9793
B Process Hacker [MT-2023-NAME\MjolnirTraining] ~ — 01 X

M VPN - VPN Client

Bl AccessData FTK Imager 4.3,

Hacker View Tools Users Help

% Refresh {3 Options | » [Search Processes (Ctrl+K) O

Processes Services Network Disk

| < | Oct2019 - o X P

Home e view S

® File View Mode Help

aE® -7

Evidence Tree 4 [ » ThisPC » Downloads 5 Oct2019 v|®| | SearchOct 2019 » Name PID  CPU I/Ototal... Private A
. ~ Date modtiied N 5 [ System ldle Process 0 6918 5
Qb ame ate modific frpe ize « 1 System + o N
Oct2018 14/11/2024 2228 File folder [E] smss.exe 302 1.05
I Desktop * [ Memory Compression 1924 5
Memory Capture X & Downloads [ Interrupts 619
Destination path: Documents ¢ [5 Registry 108 983
[ csmss.exe 54 183
S ey Ky [ orone ] = Pictures * [ wininit.exe 6% 135
P — b Music [ services.oxe T 002 523
[Mrip-As2-memdup.mem | 8 videos ~ [ svchostexe &0 £o
(& dllhost.exe 4264 375
[incude pagefie & OneDrive G WmiPrSE.exe a4 835
pagefie.sys [ This PC & WimiPrSE.exe 5500 2293
o (& StartMenuExperie.. 6402 2266
[create AD1 fle & Network (] RuntimeBroker.exe
memcapture.ad1
[ RuntimeBroker.exe
(5] RuntimeBroker.exe
=

<
Edt | Remove| Remove Al [create Image
[&= ShellExperienceH...

Properties | Hex Value Inter... Custom Conte. 5 RuntimeBrok
untimeBroker.exe
For User Guide, press F1 y [ FileCoAuth.exe
[ ApplicationFrame...

[55 UserOOBEBroker....
[E smartscreen

CPU Usage: 30.82%  Physical memory: 3.04 GB (38.07%) Processes: 155
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Each ransomware sample was run as an administrator to ensure it executed
correctly and fully

& B Process Hacker [MT-2023-NAMEMjolnirTraining] — — O %
| cesban Pt imece -0 AL ey )J-:cksr View Tuu[\[ Users Help ) .
e View Mode Hep = Mansge  Oct2019 T B X Pl Refresh i Options » [Search Processes (Chirk)__
YA — Home  Share  View | AppTools ~ @ ] Processes | Senvces | Netwark Disk
fence Tree x « © 1 [l « 0oct2019 > 0ct2019 » | @] | Search Oct 2019 » Name D CPU l/Ototal... Private®
" 5 ditied T v (&) System Idle Process 0 9515 6
# Quick access lame ate modifie lype v [E System N 007 20
— . 2022 1471172024 22:28 File folder [ smss.exe ) 392 105
2023 14/11/2024 22:28 File folder [ Memory Compression 1924 5
mory Capture < ¥ Downloacs # Nov 2020 1477172024 22:28 File folder u [ intermupts 398
e Documents ocTi2 1471172024 22:28 File folder t %REQ“W ;gi ?‘g
\Users\MjohirTraining Deskiop || ome | ] Pictures » Oct 2022 1471172024 22:20 File folder .= ::;:‘;E e b
[— B Music (5 19075-NYPD 14711/2024 22:28 Application BIKE M| (3 semvicesexe it 528
P ry— ‘ B Videos binary1 1477172024 22:28 Application 296KB NE (3 schostexe o o
binary2 1477172024 22:28 Application 555 KB [ dilhost.exe nea 265
Include pagefile @ OneDrive @ binanz 14/11/2024 2228 Application SUKE | & WmiPrSE.exe 7 8
gefle.sys binaryd 1471172024 22:28 Application BB | & WmiPrvSE.exe 5500 2285
[ BlecX 14/11/2024 22:28 Application 200 KB [£] StartMenuExperie...
Create AD1 fle o Netwark [ Cxvllio 14/11/2024 22:28 Application 185KB | [+ RuntimeBroker.exe
meepure.ad1 [ gbafH 1471112024 22:28 Application 200KE Ll
14/11/2024 22:28 Application 200KB [+ RuntimeBroker.exe
[+ RuntimeBroker.exe
28 Application 200 KB
9 Run as administrator & Gpplcabion T
52 v [ Edicvith Notepade- b8 Application 268 KB
B Lsisy ) s Application 428 KB
7-Zip >
> EHl Scan with Microsoft Defender..

12 Share

w] | Edit | [Remove| Remove Al |Create Image

Properties | Hex Value Inter..._Custom Conte..

User Guide, press F1

<
13 items selected 3.97 MB

o — > [¥7] ShellExperienceH.
[ RuntimeBroker.exe 7996 27
Sendto > [ FileCoAuth.exe 2620 449
[ ApplicationFrame...

18iterns

[5 UserOOBEE oker.
Create shortcut [l

Delete

CPU Usage: 4.85%  Physical memory: 3 GB (37.46%) Processes: 154

Rename

Properties

P Type here to search



MOHAMAD ALMASR 101167438

[ - \sers\jolniTrain

| Memory capture finished successfully

[New| [Edit | [Remove| Remove Al create image

For User Guide, press F1

22:35 E

P Type here to search 14/11/2024 Y15

After the memory dump was complete, I copied the file to my Kali machine for
analysis. The VM was paused
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[C] MT23-IRKali

&

¥ Devices
Mermory & GB
Processors 4
Hard Disk (SC5) 300 GB
CO/DVD (SATA) Using file C:\User...
Metwork Adapter MAT
USE Controller Present
Sound Card Auto detect
Printer Present

Display Auto detect

¥ Description

On the Kali VM, I opened the Volatility 3 framework on the terminal to analyze the
memory dump.

mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

File Actions Edit View Help

Desktop/volatility3

)-[~/Desktop/volatility3
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windows.info: This command provided general information about the memory
dump, such as the OS version, architecture, and more. It ensures compatibility with
subsequent commands.

As you see the screenshot Shows the metadata about the memory dump,
validating the environment details.

miolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3
File Actions Edit View Help

Desktop/volatility3

~/Desktop/volatility3
vol.py /home/mjolnirtraining/Desktop/MHD-As2-memdump.windows.info

O 4® A O 20| a

mijolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3
File Actions Edit View Help
usage: volatility [-h] [-c CONFIG] ar. { reads,off}1] [ L oL_ L LOG] [-o OUTPUT_DIR] [-q]

p
-f FILE] a SAVE_C e [ CAC offline]
ion SINGL

plugin
e volatility: error: File does not exist: /home/mjolnirtraining/Desktop/MHD-As2-memdump.

~/Desktop/volatility3
f /home/mjolnirtraining/Desktop/MHD-As2-memdump.mem .info

symbol file, please check permissions on /home/mjolnirtraining/Desktop/volatilit
pdb/163FO9E,
ning fini

Kernel Base 0xf8041f400000
volatility3
@ WindowsIntel32e

1 Filelayer
42000F410

s [N
MHD-As2-...

PE TimeDateStamp Sat Sep 25 136 2100

. ~/Desktop/volatility3

1
MHD-AS2-...

or press Ctrl+G.

Q Search

Next, I used Volatility’s windows.pslist to list all active processes in the
memory dump. This helped US decide which process PID to analyze. As
you see the screenshot Highlights two processes identified as suspicious.
Another two were found in subsequent results.
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~/Desktop/volatility3
vol.py /home/mjolnirtraining/Desktop/MHD-As2-memdump.mem windows.pslist
Volatility 3 Framework 2.5.1
Progress: 100.00 PDB scanning finished
PID PPID ImageFileName Offset(V) Threads Handles SessionId Wow64  CreateTime X File output

4 *) System 0x9385bee7b080 153 = N/A False 2024-11-15 03:16:50.000000 A Disabled
108 4 Registry 0x9385bef06080 4 = N/A False 2024-11-15 03:16:42. 0 N/A Disabled

K WSappx -p -5 C

\ yste
BlecX.exe "C \UserS\MJDln1rTra1n1ng\DownloadS\0(t 2019\0ct 2019\Blecx exe”
dKzrjCT.exe "C:\Users\MjolnirTraining\Downloads\Oct 2019\0ct 2019\dKzrjCT.exe" 8 LAN

mijolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

File Actions Edit View Help
XGWpgNo . exe "C'\Users\]‘-‘.jolnirTraining\DownloadS\Oct 2019\0ct 2@19\xGWpgNo.exe"

SrgJYNb exe "C: \Users\]‘-‘.]oln1rTra1n1ng\D0wnloadS\0ct 2019\0ct 2019\SrgJYNb exe” 8§ LAN
d -p -5 WdiSystemHost

windows.cmdline : Identifies how the process was executed and any
parameters passed

MT23-IR-Kali

1|1 o4 A 0uN|a

E miolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

File Actions Edit View Help
9316 SearchProtocol Windows\system32\SearchProtocolHost.exe" Global\UsGthrFltPipeMssGthrPipe4_ Global\UsGthrCtrlFltPipeMssGthrPipes 1 -2
E ware\Micro: Mozilla/4.0 (compatible; .0; Window MS Search 4.0 Robot) ram icrosoft\Search\Data\Temp\usgthrsvc" "
nLevelDaemor
j 7580 e 2019\0ct Wpgho . exe”
=4 8720 SrgJYNb.exe ads\Oct 2019\0ct 2 SrgJYNb.exe"
1040 svchost.e: e -k LocalSystemNetworkRestricted -p

[ 4 10148 chost.e>
L 478 svchost . exe

087231794 100')‘31459,17 31521027179 8,262 riat S d sio m(ﬂo platfor
msedge.. exe Program Files (x86)\Microsoft\Edge\Application\msedge.exe” --type=utility -utility-sub-typ rage.mojom. StorageService
ce --string-annotation enterprise-managed=no field-trial-handle 9 9,17331521027

File System

ge
eld

explorer.exe lorer.exe /LOADSAVEDWINDOWS

svchost.exe 32\svchost.exe -k UnistackSvcGroup -s CDPUserSvc

StartMenuExper "C:\Windows\SystemApps\Microsoft.Windows.StartMenuExperienceHost_cwSnih2txyewy\StartMenuExperienceHost.exe" -Ser
prskuzbssstkaay .nca

TextInputHost. ndows\SystemApps\MicrosoftWindows.Client.CBS_cwSn1h2txyewy\TextInputHost.exe" -ServerName:InputApp.AppXke

mca

SearchApp.exe Windows\SystemApps\Microsoft.Windows.Search_cwsn1

RuntimeBroker. C:\Windows\System32\RuntimeBroker.exe -Embedding
Shell enc \Windows\SystemApps\ShellExperienceHost_cwSn1lh2txyewy\ShellExperienceHost.exe" -

msedge.exe Required memory at 8x0 is not valid (process exited?)
I 6372  svchost.ex indows\system32\svchost.exe -k UnistackSvcGroup -s WpnUser:
RuntimeBrok \System32\RuntimeBroker.exe -Embedding
WerFault.exe 5 em32\Wer exe -u -p 8816 -s 836
- e Required memory at 0xa611605
MR C:\Windows\system32\WerFault
6 S ost.e y s t X Clipsvc
E { sers\MjolnirTra \ ads\Oct 2019\0ct 2019\BlecX.
. KzrjCT. e \oct 2019\0ct 2019\ .exe” 8 LAN

Required memory at 0x20 is not valid (process exited?)

N\

KR

Num Lock On

or press Ctrl+G.

m 1 g . 11:11PM
Q@ Search e ] i D W 0001114

Select and Dump Process: With a specific PID chosen, I used windows.dumpfiles
to extract the file associated with that process. This step gave US a copy of the file
1n memory

Copy
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~/Desktop/volatility3
f /home/mjolnirtraining/Desktop/MHD-As2-memdump.mem windows.dumpfiles.DumpFiles
2.9.1

vol.py
Volatility 3 Framework
Progress: 100.00
Cache FileObject

PDB scanning finished

FileName Result

0x9385c5221290
0x9385c7db5aed
0x9385c7db5aed
0x9385c594echb®

mpr.dll file.0x9385c5221290.0x9385c5415d30.ImageSectionObject.mpr.dll.img

XGWpgNo.exe file.0x9385c7db5ae0.0x9385c77abal0.DataSectionObject.xGWpgNo.exe.dat
XGWpgNo . exe file.0x9385c7db5ae0.0x9385c73e1a20.ImageSectionObject.xGWpgNo.exe.img
virtdisk.dll file.0x9385c594ecb@.0x9385¢c59a9050. ImageSectionObject.virtdisk.dll.

ImageSectionObject
DataSectionObject

ImageSectionObject
ImageSectionObject

Copy and Extract Dumped File: I copied the dumped file and saved it in a new
location. This made it easier to manage and examine the file separately.

.0x9385¢5221290.0x9385c7744d10.
file.0x9385c5946910.0x9385befaaa20.
file.0x9385c594ecb0.0x9385c59a9050.
file.0x9385c59535d0.0x9385c59a6740.
file.0x9385c5f681e0.0x9385c51afa20.
file.0x9385c6613140.0x9385c1127750.
file.0x9385c732ac80.0x9385c63b98a0.
file.0x9385c7db5ae0.0x9385c73e1a20.
file.0x9385c7db5aed.0x9385c77abala.
mypy.ini
setup.py

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Sep
Sep
Sep
Oct
Sep
Sep
Sep
Sep
Sep
Sep
Nov 1

mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
root

mjolnirtraining
mjolnirtraining
mjolnirtraining

mjolnirtraining 0
mjolnirtraining 127488
mjolnirtraining 57856
mjolnirtraining 26112
mjolnirtraining 462336
mjolnirtraining 583680
mjolnirtraining 3398656
mjolnirtraining 206848
mjolnirtraining 204800
mjolnirtraining 79
mjolnirtraining 1854
mjolnirtraining 4096
mjolnirtraining 4096
mjolnirtraining 290
mjolnirtraining 5450
mjolnirtraining 4096
root 4096
mjolnirtraining 297
mjolnirtraining 2963
mjolnirtraining 206848

DataSectionObject.mpr.d
ImageSectionObject.edputil.dll.img
ImageSectionObject.virtdisk.dll.img
ImageSectionObject.fltLib.dll.img
ImageSectionObject.0OneCoreCommonProxyStub
ImageSectionObject.AppResolver.dll.img
ImageSectionObject.OneCoreUAPCommonProxys
ImageSectionObject.xGWpgNo.exe.img
DataSectionObject.xGWpgNo.exe.dat

=P=D el

drwxr-xr-x 2
drwxr-xr-x
-TWXT-XT-X
-TW-T—-Tr—

vol.py
vol.spec

volshell.py
volshell.spec
xGWpgNo.exe

-I'W-T—Tr—
-TwW

total 232
-rw-r-—-
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-rwW-r-—r-——
-IrW-r—r-——
drwxr-xr-x
drwxr-xr-x
~TWXT-Xr-X
-TwW
drwxr-xr-x
drwxr-xr-x
—I'WXI-XTr-X

RFREPEEBNORENNERERNDONWON S

-[~/Desktop/volatility3

mjolnirtraining
root

mjolnirtraining
mjolnirtraining
root

mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
root

mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining

)-[~/Desktop/volatility3

mjolnirtraining
root

mjolnirtraining
mjolnirtraining
root

mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
root

mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining

5947
4096
4096
4096
4096
4096
4096
79
1854
4096
4096
290
5450
4096
4096
297
2963
206848
14153

Sep
Sep
Oct
Sep
Sep
Sep
Oct
Sep
Sep
Sep
Oct
Sep
Sep
Sep
Sep
Sep
Sep
Nov
Nov

14
14

~/Desktop/volatility3

README . md

mypy.ini
setup.py

vol.py
vol.spec

volshell.py
volshell.spec
XGWpgNo.exe
XGWpgNo.exe.mohamad

Analyze with Strings Command: To look for readable text within the dumped file, 1
used the strings command. This helped US identify any suspicious patterns,
keywords, or clues within the file.
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Save Strings Output: [ saved the strings output with ny name filename . This wa
could keep track of it and refer back to it later.

Open File with cat Command: Using cat, 1 viewed the contents of the saved strings
output file. This allowed us to review the extracted text from the dumped file

v miolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3
File Actions Edit View Help

drwxr-xr-x 2 root root 4096 Sep 13
-rwxr-xr-x 1 mjolnirtraining mjolnirtraining 297 Sep 13 volshell.py
-rw-r--r-- 1 mjolnirtraining mjolnirtraining 2963 Sep 13 volshell.spec

1 mjolnirtraining mjolnirtraining 206848 Nov 14 XGWpgNo.exe

1 mjolnirtraining mjolnirtraining 14153 Nov 14 XGWpgNo . exe .mohamad

~/Desktop/volatility3

XGWpgNo.exe.mohamad
!This program cannot be run in DOS mode.
(}ux
URich
.text
.rdata
@.data
.pdata
@.gfids
@.reloc
H SVWH
t$ L
0_"[
\$AA
D38l
D$oL
D$aH
D$(A
\$ H
9\$d
H VWAVH
D$XL
T$XF
D$X3
T$XF
D$X3
T$XF
T$X3
\$aH
1$HH

mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3
File Actions Edit View Help

1475 DeleteCriticalSection
1476 InitializeCriticalSectionAndSpinCount
1477 TlsAlloc

1478 TlsGetValue

1479 TlsSetValue

1480 TlsFree

1481 LoadLibraryExw

1482 TerminateProcess

1483 GetModuleHandleExW
1484 GetStdHandle

1485 WriteFile

1486 MultiByteToWideChar
1487 WideCharToMultiByte
1488 GetACP

1489 LCMapStringw

1490 GetStringTypeW

1491 GetFileType

1492 FindClose

1493 FindFirstFileExw

1494 FindNextFileWw

1495 IsValidCodePage

1496 GetOEMCP

1497 GetCPInfo

1498 GetCommandLineA

1499 GetEnvironmentStringsw
1500 FreeEnvironmentStringsw
1501 SetStdHandle

1502 FlushFileBuffers

1503 GetConsoleCP

1504 GetConsoleMode

1505 HeapSize

1506 HeapReAlloc

1507 SetFilePointerkx

1508 WriteConsoleW

~/Desktop/volatility3
XGWpgNo . exe .mohamadf]
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F mijolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

E File Actions Edit View Help
o 5 HeapReAllo
File System SetFilePointerex

1508 WriteConsoleW
’ ‘ H — ~/Desktop/volatility3
f

XGUpgNo . exe
MZooooqe ¢lele!This program cannot be run in DOS mode
$GeeesUesUosUe(UseUe( tUxeoUe( |UooUgesTooUgeeT  eoUgeoTool
soslssUosslsssTosUsssTosURIChooUPEdey]e”
Foie Teoe—"o|
4 XP-ee-DeeBese ¢.texteDF ~.rdatall ¢J@d.datae + @e.pdataeP-ad.gfidsep-ad.rel Hoo0-oHooHOHOPLOQELOH SVWHOo0HO¢HODOooqHOo00000EIoHOLS LooHooHooHoo0
[eeeoHo\Hol$Hot$EWHO 000 ) Hooo2kDoo3A 0000\ $AAGEDS0APOAG00DOAKSD+#AGSaDSL $000HOOHOSOU  Goooo\oD$E OLLeD$AHODS(Ae eeHo\$ HeeovOeeu 00000000\ $deE_o
HeooAQsoLoosoTo[TokliIes Toe_seeHooHoHohLoH VIAVHe® QezIeeqejHeeDerAe
5 e
volatility3 HeP eeHeD$XL ool seHoL$XeAHO 000 UOHOKOHO 000 LGS eHeTSXfoAe
7 @eei HeKeHeooOueLeD$X3eA0eHooueHOKOHO 000G 000 HOTEX FOAS
8 DeeeseHeKeHeee0USLIDSXIGAGGHOSUSHOKOHOo0OUSEsOHOTEXFOAS
9

1
2

=1i§i§!~~é‘ .

Aeeo(eHooHoA; ueHoT$X3(
0 e
. HeoooueHo\$aHooHO 1 $HHO® A" "000eHoTSHOLUSVWATAUAVAWHee$heeeHeeE3eHeDS0OLe0Le ! 30Ded$0HOeDedS4E30HODS E300z00etMeTSOESL$30A0 0 INHODSHHO@ES L SHO 000 HODSOL 003
*HeD$ E3eeee-MLet$HLot$DTIe " HooHoSO: u:30LeD$ HeoHoDS HeD$heD$pFeDSteeeeetootIon
XGWpgNo.yar D

xTeueHe0eHoL$xe " ZHoL$xH; otOHooHoL$xoZHoouEHooHoL$x00YHO00HOL$x 000000000 0DOKE

AvoEeoooehoeheeEootDECOEL0A; osAGe0oAe
s [N beoA; ST 0000 ESOTACOOOA S
5 PAPOOUE00000010:00000HC000:00HC0000Ho00:000HHC000HO0 00 oHCOHOH  Hoo oo " eoHoooorAGOAG 000 00oHoo 000
eeDeeeeoe eoEeeeDoseDosol oo 0oobooe\S4LedSPDO\STLOASXDOLS\00D; oVXEICACCEI@fDO00E302020E20A00D000D; 0V20A0eEI}00E3020A0eD00eD; oVACEI 020000000 o 0ooseToloHoot
MHD-As2-... 11 eeeefAeelce] kool ot SPEIOHO0 00\ $4HO\$BA | SECLSHOHO\SBHO0 0 000MoL o1 SAMO00Co00L 000MO000ACAIXITVLIG0000000000000000100:0000UTEG0HOUSECGOOKe, 000ohle
oLed
$(30Ded$ Leeeee3 ool IHCOHODPAPHCOH; ToECOHIUSESZ000J000 THOLSHI®AG 000 JAGOHOA_ATATA\_"[1000Ho\HoL$HO tSEEI@HO5000E00HI—02E00A® ) 00LAPOUA® )¢ " AP0AGeAGO0000000keksoHC oo
©000A0010A00T00A00 | SECOMOCAPOUAL )@ APOALLALS0000000kek+oHCS00000A00 ] ¢AGETo0AG0 | SDSCECOUKESSLONGO70AGOAGOAGAG OGS
00000101 +0HCO000PPAOTo0A00 | 0Do0 {0 EooHooLooARA
TS CYTTTS 2V CRY CRY OR
soooeioLioHCooo0PeA2Io0oHooICoAGeAGOsTODO(To0AOFoo2oHooA0oA000 ) Hoo |t A0e) oToooee ) Toe | oHo\Hol§Hot§FooHe | LooMoot
HooooTooooHo | TosooooHooHe
HepLe ELeh UAVAWHeeePess0e

9teeetGISRGEeHIeooHooHHe- 1$e0e00L$AESDS

~
N

Num Lock On

Create YARA Rules: After analyzing the file, I created YARA rules that would help
detect patterns or behaviors identified in the memory dump. These rules are
tailored to look for specific types of malware.
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mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

File Actions Edit View Help

GNU nano 7.2 /home/mjolnirtraining/thor_lite/custom-signatures/yara/xGWpgNo.yar
Wule malware_test_aCXYIJlo {
meta:
description Detects malware name CXYIJlo.exe sample”
author = "Mohamad Almasri”

strings:
$s1 = "GetCPInfo" ascii wide
$s2 "GetCommandLineA" ascii wide
$s3 "GetEnvironmentStringsw" ascii wide
$s4 "FreeEnvironmentStringsW" asc wide
$s5 = "GetOEMCP" ascii wide

conditio
$s1 or $s2 or $s3 or $s4 or $s5

K write Out R where Is Cut B Execute Me Location Set Mark To Bracket
i Read File B Replace il Paste B Justify Wi Go To Line Copy here Was

11:33 PM

~/Desktop/volatility3

~/Desktop/volatility3
vol.py -f /home/mjolnirtraining/Desktop/MHD-As2-memdump.mem windows.dumpfiles.DumpFiles
Volatility 3 Framework 2.5.1
Brogress: 14.06 Scanning memory_layer using BytesScanner



File Actions Edit View Help

miolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

File System £
P

iy s # 2

L

volatility3

xGWpgNo.yar

MHD-As2.

~/Desktop/volatility3

/home/mjolnirtraining/thor_lite/custon-signatures/yara/xGpgho.yar

L vol.py

Volatility 3
100.00

FileObject

ionObject
ionObject
ImageSectionObject
DataSectionObject
ImageSectionObject
ImageSectionObject
DataSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
eSectionObject
tionObject
ImageSectionObject
eSectionObject
tionObject
tionObject

tionObject
tionObject
tionObject
ionObject

tionObject
ionObject

tionObject

~/Desktop/volatility3

Framewor

/home/mjolnirtraining/Desktop/MHD-As2-memdump .mem windows .

Sl
PDB scanning
FileName R

0x9385c5209e70
0x9385c7a3
0x9385¢5200e70
0cdfsco
0x9385c1ff2190
0x9385¢5221290
0x9385¢5221290
0x9385c594ech@
0x9385¢59535d0
0x9385¢5946910
0x9385¢51522b0
0x9385¢5146150
0x9385c0e85790
0x9385c101dbbe
0x9385c101cd10

0x9385bfc6
0x9385bfcf5bb0
0x9385bfc

finished
1t

SrgI¥Nb.exe

cversions.2.db

IPHLPAPI.DLL
iertutil.dll

.dll file.0x9:

virtdisk.dll
fltLib.dll
edputil.dll
urlmon.dll

cli.dll
propsys.dll
dhcpesy .dll
dhepesve.dll
winnsi.dll
kernel.appc
apphelp.dll
uxtheme.dll
rsaenh.dll
windows . sto
berypt.dll
berypt.dll

rnell

rnelB:

tionObject
tionObject

CXYlloyar

or press Ctrl+G,

~/Desktop/volatility3

yptbase.dll
mswsock.dll

209e70.0x9

5209e70.0x9385! 59b0 . Data!

MOHAMAD ALMASR 101167438

dumpfiles.DumpFile:

2.db.dat
ionObject.c
t

.0x9385c7bd5d30. ImageSectionObj

0x9385¢5209e70.0x9385¢52259
0x9385c0cdf5c0.0x9385c0c25cf0. Image

tionObject.IPHLPAPI.DLL. im;

0x9385c1ff2190.0x9385c5131a20. ImageSectionObject.iertutil.dll.img
.dl1 Error dumping file

5c5221290.0x938!
file.
fil
file.
file.
fil
file.
file.

5415d30. Ima;
0x9385c59535d0.0x9385c59a6740 . Image!
x9385C5946910.0x9385b
0x9385c51522b0.0x9385bef8fd30
0x9385c5146150.0x9385c50c8b20. Image
0x9385c0e85790.0x9385c0ea78a0. Images:
0x9385c101dbb@.0x9385c1104d30. Ima
101cd10.0x9385c1108b70.

85c0de6170.0x9385¢

e.0x9385bf; 0x9385bfc7fcf0. Imag
0x9385bfcf5bb0.0x9385c749
0x9385bfcf5bb0.0x9385bfee08a0. Inages
€1420.0x93 0.1
.Image

file.0x9385c7a3cd20.0%x9385c7bd5d30.ImageSectionObject.SrglYNb.exe.img SrgJYNb.exe

~/Desktop/volatility3
.dat

~/Desktop/volatility3

~/Desktop/volatility3

SrgJYNb.exe SrgJYNb.exe.mohamad

~/Desktop/volatility3

eSection0bj

SectionObject.mpr.dll.img
0x9385¢594ech0.0x9385c59a9050 . ImageSectionObject . virtdisk.dll.img

tionObject.fltLib.dll.img
tionObject.edputil.dll.ing
ct.urlmon.dll.im
tionObject.srvcli.dll. img
ectionObject.propsys.dll. i
ectionObject.dh .dl1.img
tionObject.dhcpesve.dll.img
tionObject.winnsi.dll.im
Imag tionObject. 1
tionObject.apphelp.dll.img
tionObject.
ct.rs

ectionObject.KernelBase.dll.img
.dll.ing
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mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3
File Actions Edit View Help

GNU nano 7.2 /home/mjolnirtraining/thor_lite/custom-signatures/yara/SrgJYNb.yar
ule malware_test_SrgJYNb{
meta:
description "Detects malware name SrgJYNb.exe sample”
author = "Mohamad Almasri"

strings:
$s1 = "LCMapStringW" ascii wide
$s2 "EnterCriticalSection” ascii wide
$s3 "CommandLineToArgvW" ascii wide
$s4 "WS2_32.d11" ascii wide
$s5 "OpenProcess" ascii wide

condition:
$s1 or $s2 or $s3 or $s4 or $s5

miolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

File Actions Edit View Help

1324 TlsGetValue

132 TlsSetValue
TlsFree
LoadLibraryExw
TerminateProcess
GetModuleHandleExw
GetStdHandle
WriteFile
MultiByteToWideChar
WideCharToMultiByte
GetACP
LCMapStringw
GetStringTypeW
GetFileType
FindClose
FindFirstFileExW
FindNextFilew
IsValidCodePage
GetOEMCP
GetCPInfo
GetCommandLineA
GetEnvironmentStringsW
FreeEnvironmentStringsw
SetStdHandle
FlushFileBuffers
GetConsoleCP
GetConsoleMode
HeapSize
HeapReAlloc
SetFilePointerkx
WriteConsolew

~/Desktop/volatility3
/home/mjolnirtraining/thor_lite/custom-signatures/yara/SrgJYNb.yar

~/Desktop/volatility3
SrgJYNb.exef]
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0 mijolnirtraining@MT23-IR-K;
Edit View Help

/home/mjolnirtraining/thor_lite/custom-signatures/yara/SrgJYNb.yar

[Desktop/volatility3

File Actions

-[~/Desktop/volatility3
SrgJYNb.exe

MZesooqeee ¢!elLe!This program cannot be run in DOS mode

$GeovoUsoUsoUs(UsoUes(JUxooUe( |UsoUBOeTooUBST 00UBSOTOOU

vooloolovelosoToolosoTooURIChooUPEdeu]e"

Feie o 00|

XP-¢e-Dee8ese ¢ texteDF ~.rdat. *Jad.datae + @¢.pdataeP-@d.gfidsep-ad.relocDeZaABHe¢0-¢HeeHeHOPL | oH SVWHe¢0HeeHepeeoqHe000000E30HOtS LeoHeoHOOHO#O
[eeeoHe\Ho1SHot$TWHe 000 )Hooo?kDoo3 A0 00Qe\$AAGGDOGACSAGe00DOAkeD+0AGeaDe L $Q000HS*HO G 0L Geooo\eD$8|HeD$ ¢DIOLLDSAHODS(Ae ¢oHe\$ HeeevOeeu 00000009\ $deE_e
HeooAQeoLoo$eTo[TokETes Tee_eeeHeoHeHehLeH VWAVHee QezIeeqejHeeDerAe

5 e

HoP eoHeD$XLooL+oHOL$XoAHOGooUSHOKOHO OO UG oHeT$XFoAe
oo HoKoHeooOueLoDSX30AG0HO0UOHOKOHO 000U 00 0HOTSX oA
De0050HOKEHO#00USLODSXI0AG0HOLUOHOKOHO#00USSOHOTSXFOAS
Aeee(oHooHOA; USHOT$X3(Q
.
HeooouoHo\$OHeoHOLSHHO® A™_"000eHeTSHOLUSVWATAUAVAWHO¢$heeeHeoE30HeD$OL oL o ! 30Ded$0He¢Ded$4E3OHODS E3002000tMeTSOECL$30A®e INHODSHHOSE@LSHoo0oHODSOL G003
¢HeD$ E3eeee-MLet$HLot$AIe "FEeeHeST oLeD$ "HooHeD$ HeD$heD$pfeD$teesseHeotToD
45
XToueHe0eHeL$xo"ZHOLSXH; ot OHOoHO LS X0 ZHO® *YHeooHoL$x0000000000gDOKS
AGOEC0000A00A0OESOLIESOELOA; 05AG000AS
[heoA; ST 00O ESOTACOOOA S
CA0001100000000010:00000HC 0000 :00HC9000HO00:000EHC000HO00 01 0HCOHOH>HO o "ooHe00oTAGOAG000000HOGOOOT
00D000000AGOES00D00DSSSESSL000E 00\ $4Lod$PDO\STLOASXDOLS\ 94D ; SVXEISAGSEISFDOGOEIS2020E20A00D000D; SV20ASSEI} S9E3020A00D040D; SVAGSE30200000000A00000To4oHOOL
11  ©eeeEACeICoH; ookoooLot$AEIOHO 00 \$4HO\$8A | SECLSHOHO\$8HO 00" 000Mo Lot $AMO00C 0001 000MO000AOAGXOTVII00000000000000000100:0000 ©oHOUSE®G0eKe , 900ohMe
eolLed
NIJHCeHeDrAeHCeH E¢oHOUSE®Z000 000 JHOLSHI0AG 000 JAGOHOA ATATA\_"[]eeeHe\Hel$Het 30He5000E0oHe-0ZE00A® )0o[ AeeuA® e " Avopeopeeosoveookek+oH oo
SECOMOGALOUAS ) 0" APOAGOAL00000000KoK+OHCO00000A001 ©A00To0A00 | 4DOGESOUKESSLONOG70AG0AGOAGAC G0
90000101 +0HCO000POADT 9000 | 9D00 {0 _EooHooLooAGA

$(3eDed$ Leeeee3e
©000A0010AG0To0A

0000UT0000620A00ACSAG0S
90000101 +0HCO000PIA2T@00HOIOTCOACSAGOSTODO(T00ACFE020HO0AG0AG00 ) Hoo | 4l A000 0T00000 )T | oHo\HoL$Hot $EooHe | LooMoot
HeoooTooooHe | TooooooHooHe
oh UAVAWHe#ePese0e
9teeetGIeeRGooHOoooHooHHOoHOTSRepIL oo oUGIoooEe 1 $e0000L $SAESDS
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~/Desktop/volatility3
vol.py -f /home/mjolnirtraining/Desktop/MHD-As2-memdump.mem windows.dumpfiles.DumpFiles
Framework 2.5.1

22.74 Scanning memory_layer using BytesScanner

Volatility 3
Brogress:

mijolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3
File Actions Edit View Help

~/Desktop/volatility3

vol.py -f /home/mjolnirtraining/Desktop/MHD-As2-memdump.mem windows.dumpfiles.DumpFiles
Framework 5.1

Progress: 100.00

Cache FileObject

Volatility 3

PDB scanning finished
FileName Result

0x9385c5209e70
0x9385¢c5209e70
0x9385c77366¢0
0x9385c7db30a0
0x9385bfc69380
0x9385bfc69380

DataSectionObject
DataSectionObject
DataSectionObject
ImageSectionObject
DataSectionObject

cversions.2.db file.0x9385c5209e70.0x9385¢c52259b0.DataSectionObject.cversions.2.db.dat
cversions.2.db file.®x9385c5209e70.0%x9385c52259b0.DataSectionObject.cversions.2.db.dat
{AFBF9F1A-8EE8-4C77-AF34-C647E37CAOD9}.1.verox0000000000000007 . db Error dumping file
BlecX.exe file.0x9385c7db30a0.0x9385c75b2a20.ImageSectionObject.BlecX.exe.img
berypt.dll file.0x9385bfc69380.0x9385c0d476f0.DataSectionObject.bcrypt.dll.dat
0x9385bfc69380.

file. 0x9385bfc7fcfo.

ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
DataSectionObject

ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
DataSectionObject

ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
DataSectionObject

0x9385c0ce0e20
0x9385c51522b0
0x9385¢59535d0
0x9385c6613140
0x9385c5946910
0x9385c594ech@
0x9385¢5221290
0x9385c5221290
0x9385c0e85110
0x9385c1fef5b0
0x9385c0d75e60
0x9385c0de6170
0x9385c0de86d0
0x9385c0cffead
0x9385bfcf5bbo
0x9385bfcf5bbo
0x9385c0cb4ble
0x9385c0@celccd
0x9385c0cdf5c0
0x9385c0cdfaa0
0x9385c0cel4ald
0x9385c0c46720
0x9385c0c468b0
0x9385c0c473a0

bcrypt.dll
ntmarta.dll
urlmon.dll
fltLib.d1l
AppResolver.dll
edputil.dll
virtdisk.dll

file.
file.
file.
file.
file.
file.

0x9385c0ce0e20.
0x9385¢51522b0.
0x9385¢c59535d0.
0x9385c6613140.
0x9385¢c5946910.
0x9385c594ech@.

mpr.dll Error dumping file
mpr.dll file.®x9385c5221290.0x9385c5415d30.ImageSectionObject.mpr.dll

apphelp.dll
BCP47Langs.dll
windows.storage.dll
kernel.appcore.dll
uxtheme.dll

0x9385c0c26ccO.
0x9385bef8fd30.
0x9385¢c59a6740.
0x9385¢c1127750.
0x9385befaaa20.
0x9385c59a9050.

ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.

becrypt.dll.img
ntmarta.dll.img
urlmon.dll.img
fltLib.d1ll.img
AppResolver.dll.img
edputil.dll.img
virtdisk.dll.img

.img
file.0x9385c0e85110.0x9385c0e6bc80.ImageSectionObject.
file.0x9385c1fef5b0.0x9385c50bacc@.ImageSectionObject.

apphelp.dll.img
BCP47Langs.dll.img

file.0x9385c0d75e60.0x9385c0d8ea20.ImageSectionObject.windows.storage.dll.img
file.0x9385c0de6170.0%x9385c0e05630.ImageSectionObject.kernel.appcore.dll.img

file.0x9385c0de86d0.0x9385c0el6ccO. ImageSectionObject.

xtheme.dll.img

slc.dll file.0x9385c@cffead.0x9385c0c35050.ImageSectionObject.slc.dll.img
DataSectionObject.KernelBase.dll.dat

KernelBase.dll
KernelBase.dll
wldp.dll
netutils.dll
IPHLPAPI.DLL
cryptsp.dll
cryptbase.dll
sspicli.dll
userenv.dll
profapi.dll

file.
file.
file.
file.
file.
file.
file.
file.
file.

0x9385bfcf5bbo.
0x9385bfcf5bbo.
0x9385c0cb4bl0.
0x9385c0@celccO.
0x9385c0cdf5c0.
0x9385c0cdfaa0.
0x9385c0celsal.
0x9385c0c46720.
0x9385c0c468b0.
Error dumping file

0x9385c7493cd0.
0x9385bfee08a0.
0x9385c0c89d50.
0x9385c04b6d90.
0x9385c0c25cf0.
0x9385c0c79ccO.
0x9385c0c84a20.
0x9385c0c56¢70.
0x9385c04a5c30

ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
.ImageSectionObject.

KernelBase.dll.img
wldp.dll.img
netutils.dll.img
IPHLPAPI.DLL.img
cryptsp.dll.img
cryptbase.dll.img
sspicli.dll.img
userenv.dll.img
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mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

O

File Actions Edit View Help

rm: cannot remove '*.img': No such file or directory

.dat

BlecX.exe

total 524
-Tw

~-TW-T—T—
-TW-T-—-T—~
-Tw

-TW-Ir--T--
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TW-T-—-T—
-TW-T—T—
drwxr-xr-x
drwxr-xr-x
-TWXT-XI-X
-TW-T-——-T—
drwxr-xr-x
drwxr-xr-x
~TWXT-XI-X
-TW-T-—-T -
-Tw

-TW-T-—-T——

mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
root

mjolnirtraining
mjolnirtraining
root

mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
root

mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining

[~/Desktop/volatility3

~/Desktop/volatility3

BlecX.exe.mohamad

[~/Desktop/volatility3

Nov
Nov
Sep
Nov
Nov
Sep
Oct
Sep
Sep
Sep
Oct
Sep
Sep
Sep
Oct
Sep
Sep
Sep
Sep
Sep
Sep
Nov
Nov

mjolnirtraining 206848
mjolnirtraining 14153
mjolnirtraining 5947
mjolnirtraining 205824
mjolnirtraining 13069
root 4096
mjolnirtraining 4096
mjolnirtraining 4096
root 4096
mjolnirtraining 4096
mjolnirtraining 4096
mjolnirtraining 79
mjolnirtraining 1854
mjolnirtraining 4096
mjolnirtraining 4096
mjolnirtraining 290
mjolnirtraining 5450
mjolnirtraining 4096
root 4096
mjolnirtraining 297
mjolnirtraining 2963
mjolnirtraining 206848
mjolnirtraining 14153

[~/Desktop/volatility3

23:46
23:48
2023
23:37
23:38
2023
06:26
2023
2023
2023
06:26
2023
2023
2023
06:26
2023
2023
2023
2023
2023
2023
23:15
23:17

BlecX.exe
BlecX.exe.mohamad
README . md
SrgJYNb.exe
SrgJYNb.exe.mohamad

mypy.ini
setup.py

vol.py
vol.spec

volshell.py
volshell.spec
XGWpgNo.exe

XGWpgNo .exe.mohamad

File Actions Edit View Help

IT23-IR-Kali: ~/Desktop)

/home/mjolnirtraining/thor_lite/custom-signatures/yara/BlecX.yar
Bule malware_test BlecX{
meta:
description = "Detects malware name BlecX.exe sample”
author = "Mohamad Almasri”

strings:
"Process32NextW” ascii wide
GetAdaptersAddresses” ascii wide
GetCurrentThread” ascii wide
Ws2_32.dl1" ascii wide
".idata$6” ascii wide

condition:
$s1 or $s2 or $s3 or $s4 or $s5

W Execute Location 8T Undo R set Mark To Bracket
B Justify Go To Line A3 Redo Copy ol Where was

B write Out RY where Is B cut
i Read File W Replace Al Paste




File System -1

i

MOHAMAD ALMASR 101167438

E ing@MT23-IR-Kali: ~/Desktop/volatility3

File Actions Edit View Help

1503
1504,

' G L
1505 HeapSi
. 1506 HeapReAl

1507 SetFilePointerkx
1508 WriteCon: i

"T"ié'me!” st . ~/Desktop/volatility3

volatility3

BlecX.yar

AHD-As2-.

/home/mjolnirtraining/thor_lite/custom-signatures/yara/BlecX.yar

-[~/Desktop/volatility3
BlecX.exe

MZooooqese eleLe!This program cannot be run in DOS mode.

$GeessUosUesls(UseUe( FUxesUeo( |UsoUSoeTooUSEST ! 00UoTo0U

*00UssUsssUesoTooleooTooURIChooUPEdOy] 0"

Fose

XP-¢¢-Deo8ese o.texteDF *.rdatall’¢Jad.datae + @.pdataeP-ad.gfidsep-ad.relocDefaBHe¢0-oHeoHOHOPLOGHLOH SVINHO@0HOoHODEooGHI0000E30HOtS LooHOoHOoHO00 ~
[eoooHo\HoLSHot$EIHO 000 )Hoo07KDO03A00Q0\ §AACODO0AC0AC000DOAKOD:0AG0aDOL $T00HOOHOOOU  Goooo\eD$B|HODS ¢DSOLLODSAHODS (A0 eoHO\$ HooovOoou 40000000\ $doE_o
HeeoAQseLee$eTo[Tol Tee_eeeHeoHoHOhLOH VIAVHes @ezIeeqejHeeDerAe

6 HeP eeHeD$XLooL+oHoLIXOAHOG 0o UOHOKOHO GO UGS eHeT$XfeAe
7 Qoo HoKeHooooueLeDSX30A0oHOoUSHOKSHO000UGG0OHOTSXF oA
8 DeeeseHEKOHSS00USLIDSXISASSHOSUSHOIKOHSS00USESOHOTSXFOAS
9 Aeee(eHeoHe,
10
_"#440HeT$HOLUSVWATAUAVAWH ¢ $heeeHeoE30HDS0L 0oL ¢ 1 30Ded$0H#9DSd$4EISHODS E3002000tMOTSOESL$30A0 INHODSHHOESLSHeo0oHODSOL O3
oLeD$ HooHoD$ "HoD$heD$pFoD$tooooeHo ot ToD
)
XIeueHeDeHeL$xe " ZHOL$xH; #tOHeeHe LS xeZHeouFHOoHO L $x:
AGOECS000A00ACESSLDEGOEOA; 95AGOOAS
(2 SECotACesonLe
CAOOOUSE00000000:00000HCH000:00HCH00Ho00:000fHCo00HOO0 0 HCOHO Be"eoHoooorneensleeosssHossser
BA0oDe00000A00E000DS00De00ECoL +00E000\$4L0d$PDO\STLOASXDOLS\ 00! E30A00E30DeeeE302020E2 ;#V20AGOEIFSOEIE20A00DO0D; SVAGOEIG240000000A000eeToLoHOOL
11 0000EAGSICoH; ookoool ot SAEIOHO000\$4HO\$BA | SESLSHOHO\$8HO00 000MeL ot SMO00CO00L000M0000AOAXIEYLT40000060000000000100:0000uHECHOIUSEST0OKS , Go00hMe
oLed
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~/Desktop/volatility3

~/Desktop/volatility3

vol.py /home/mjolnirtraining/Desktop/MHD-As2-memdump.mem windows.dumpfiles.DumpFiles

Volatility 3 Framework 2.5.1

rogress

Scanning memory_layer using BytesScanner

83868 83044 dKzrjCT.exe

For the last piece of malware, I was unable to locate the executable file because it

was generated by another malware process. This parent process is clearly shown in

the screenshot, along with its process ID (PID). The parent-child relationship

between the processes is evident, and both processes share the same PID structure,

making it clear that the child process was by the parent.

83044 19280
83868 83

BlecX.exe 0x9385ce187080 14 False 2024-11-15 ©03:31:54.000000 N/A Disabled
20

dKzrjCT.exe 0x9385ce277080 236 False

24-11-15 ©3:31:54.000000 N/A Disabled
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f

R R

volatility3

BlecX.yar

MHD-As2-...

Transferred the created YARA rules to the THOR Lite custom signature folder on the Windows VM.

mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

File Actions Edit View Help

*Pesesss o0eqePe opee
©00000Ho 0he HPeeeoo c0oBoHe 9hepeeeestiBePeXe ehepexeeeeeeeseeeeeeeestll oo Gehesese

~/Desktop/volatility3

~/Desktop/volatility3
vol.py -f /home/mjolnirtraining/Desktop/MHD-As2-memdump.mem windo
olatility 3 Framework 2.5.1
: 100.00
FileObject

umpfiles.DumpFiles

PDB scanning finished
FileName ult
0x9385¢ cversions.2.db file.0x9385c5209e70.0x9385c52259b0.DataSectionObject .c

versions.2.db file.0x9385c5209e70.0x9385c52259b0.DataSectionObject.c

DataSectionObject
D
{AFBF9F1A-8BEE8-4C 647E37CA0D9}.1.ver0x0000000000000007 . db

aSectionObj

a t
DataSectionObject

~/Desktop/volatility3

/home/mjolnirtraining/Desktop/MHD-As2-memdump.mem windows.dumpfiles.DumpFiles

vol.py
Volatility 3 Framework 2 3
ress: 100.00 PDB scannin
he FileObject FileName Result

cversions
c
aSectionObject
~/Desktop/volatility3
/home/mjolnirtraining/thor_lite/custom-signatures/yara/

mjolnirtraining 415 Nov 14

1 mjolnirtrainin
mjolnirt 14

1 mjolnirtrainin,
1 mjolnirtraining

~/Desktop/volatility3

Downloaded and configured THOR Lite for scanning

sions.

versio
Error

version
ion:

MOHAMAD ALMASR 101167438

o ¢

a

.db.da

© 001

00000 0000PE 9DO000000000011000000 $0OTOPE DO0000000000U00000 G0OTOPE IDO000000000011000000 G0IIPE IDEE0000000001[000000 000PE 4DEEE000000e
0DO0000000000bi000000 S0IDIPE IDEEE6000000h000000 000PE EDEE0000000603000000 $00TOPE EDO00000000001000664 G0OTNOPE SDE6060000000H00000<ee $00]]

t
t



md3s.csv]
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JbBaf4-2

2024-11-
I

EN Administrator: Windows PowerShell

MOHAMAD ALMASR 101167438

01:25
15/11/2024
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this, many files won't be s¢

Ran the scanner, but the rules were encrypted during scanning, which resulted in detection failure.
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What Evidence I Started With

1. Ransomware samples: October 2019 folder containing multiple
ransomware samples. This is performed on a Windows virtual machine
(VM).

2. Memory dump: A VM's memory dump, which is performed after
executing all ransomware samples. It records the state of the system during
malware activity

3. Process Monitoring: Process Hacker Observation is a tool used to
monitor the processes running during malware execution. It identifies
suspicious processes.

4. Screenshots: Screenshots taken during the process, including:

VM state paused
Active processes and their relationships.

e Memory analysis output

What Analysis Was Done
1. Memory Dump Analysis:

e Transfer the memory dump file from the Windows VM to the Kali Linux
machine for analysis

e Used Volatility 3 to extract forensic data, focusing on processes and their
behaviors.

¢ Run windows.info, windows.pslist, windows.procdump and other
commands to collect details about active processes. Identify malicious
processes and delete the executable file

2. Process Relationship Examination:

e Analyze parent-child relationships between processes using tools such as
windows.pstree and windows.cmdline. To follow up on other processes
How is it dynamically generated by some malware.

3. Executable Extraction:

o Extracted malicious executables from memory using the cp
command.
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o For one malware sample, the executable couldn’t be directly extracted
as it was dynamically generated by a parent process, a behavior noted
in the process tree.

4. String Analysis:

e Conducted string analysis on dumped executables using the strings
command.

e Identified unique markers or patterns to create custom YARA rules for
each piece of malware.

5. YARA Rule Development:

e Create YARA rules based on findings from string analysis.
e Each rule targets a specific pattern or behavior of the identified malware.

6. THOR Lite Testing:
e Loaded the custom YARA rules into the THOR Lite scanner and
configured it for testing.
e Ran the scanner on the Windows VM to detect malware using the created
rules.
e Observed that some YARA rules failed due to encryption issues during
runtime.

Did your yara rules work? If no, why?

One possible reason is that the rules were encoded or changed when I copied
them. After running all the ransomware files from the "October 2019 folder
on the VM, it is possible that one of the ransomware programs encrypted or
modified the YARA rules file.

Details on the Encryption Issue

* File extension changes: YARA rules normally have the extension .yar, but
after copying Rules now have the extension .RYK. This suggests that the
ransomware encrypted or scrambled the file, converting it from a readable
YARA rule into an encrypted format that THOR Lite cannot detect.
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* Impact on THOR Lite: THOR Lite expects YARA rules to be in a
specific format (.yar or .yara). When files are encrypted or modified by

ransomware, THOR Lite is unable to detect those threats. causing the scan to
fail.

Why did this happen?

Perhaps the ransomware was programmed to encrypt files on the system,
including my custom YARA rules. Because I ran the ransomware without
restoring the VM, it affected all accessible files. Including my rules.

Conclusion

This work gave me valuable hands-on experience in memory forensics and
malware analysis. [ learned how to take memory from a virtual machine and
analyze it using Volatility 3, an important tool in digital forensics. Using
commands such as windows.info, windows.pslist, windows.pstree, and
windows.cmdline I can identify suspicious processes, find PIDs, and examine
relationships. Understanding the parent and child structure of malware processes
helps me understand how some malicious processes replicate other processes.
Create relevant threat groups... I also performed string analysis on the discarded
files to identify specific patterns and behavior for each malware sample. This
analysis is critical in shaping YARA regulations to identify similar hazards in the
future. Although I faced challenges such as encoding my YARA rules to prevent
ransomware from running on THOR Lite, I gained valuable insight into the risks of
running malware in this environment. Undamaged environment.



