MOHAMAD ALMASR 101167438

DIGITAL FORENSICS&INCID. RESP - COMP 4071
HOMEWORK LAB 3

Move the Memory Dump: I started by transferring your memory dump file to Kali
Linux, so I could work on it there.

Check the Directory: I navigated to the directory where the memory dump is
located to make sure it’s ready for analysis.

23

MT23-IR-Kali
BmERoi-|1 23 4|8 5 o DG A OuUs|a G

File Actions Edit View Help

Desktop/volatility3

-[~/Desktop/volatility3
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MT23-IR-Kali

S omP D

Trash
mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3
File Actions Edit View Help

Desktop/volatility3

-[~/Desktop/volatility3]
vol.py -f /home/mjolnirtraining/Desktop/MHD_memdump.mem windows.info

MT23-IR-Kali
HomPor| 3 . ¢ A 0us|a G
Trash
- mijolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

File Actions Edit View Help

vol.py /home/mjolnirtraining/Desktop/MHD_memdump.mem windows.info
Volatility 3 Framework 2.5.1
Progress: 100.00 PDB scanning finished
Variable Value

Kernel Base 0xf80668400000

DTB 0x1ad000

Symbols file:///home/mjolnirtraining/Desktop/volatility3/volatility3/framework/symbols/windows/ntkrnlmp.pdb/79BE8C368BEC7DD9677E
A9B355ACE784-1.json.xz

Is64Bit True

IsPAE False

layer_name 0 WindowsIntel32e
memory_layer 1 FilelLayer
KdVersionBlock 0xf8066900f400
Major/Minor 15.19041
MachineType 34404
KeNumberProcessors

SystemTime 2024-11-13 07:20:07
NtSystemRoot C:\Windows
NtProductType NtProductWinNt
NtMajorVersion 10

NtMinorVersion 0

PE MajorOperatingSystemVersion 10
PE MinorOperatingSystemVersion 0
PE Machine 34404

PE TimeDateStamp u Jul 18 06:01:19 2080

-[~/Desktop/volatility3

|

. 2:25PM
Q Searh vl

-[~/Desktop/volatility3]
vol.py -f /home/mjolnirtraining/Desktop/MHD_memdump.mem windows.pstree
Volatility 3 Framework 2.5.1
Progress: 100.00 PDB scanning finished
PID PPID ImageFileName Offset(V) Threads Handles SessionId Wow64  CreateTime ExitTime
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MT23-IR-Kali

Trash
mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3
File Actions Edit View Help

*xkx 5996 10816 msedgewebview2 0xe30dbffac080 False 4-11-13 07:17:27.000000 2024-11-
13 07:17:34.000000

*kkk 10748 10816 dumpcap.exe 0xe30dbf8e70c0 False 2024-11-13 07:18:38.000000 N/A
Fhkxk 6104 10748  conhost.exe 0xe30dc61e60c0 False 2024-11-13 07:18:38.000000 N/A

#k 12644 5948 4.exe  0xe30dc092d080 6 2024-11-13 07:19:51.000000 N/A

*% 7720 5948 SecurityHealth 0xe30dbba51080 False 2024-11-13 06:40:40.000000 N/A

**% 6792 5948 ProcessHacker. 0xe30dc5fe60c0 False 2024-11-13 07:18:29. N/A

**% 2856 5948 0xe30dbf193080 True  2024-11-13 07: N/A
*xkx 11252 2856 gnVEJcw.exe 0xe30dc54c7080 True 2024-11-13 $19:43. N/A

**% 652 5948 vmtoolsd.exe 0xe30dbba57080 7 2024-11-

**% 9396 5948 FTK Imager.exe 0xe30dbb48b080 False  2024-11-13 . N/A

*%%k 5144 5948 vpncmgr_x64.ex 0xe30dbbdf2080 False  2024-11-13 :07:31.000000 N/A

%k 4252 5948 msedge.exe 0xe30dbba56300 False  2024-11-13 06:40:45.000000 2024-11-
13 06:41:56.000000

#% 5304 5948 19075-NYPD.exe 0xe30dbb5c50c0 True 2024-11-13 :19:34.000000 N/A

*xkk 7340 5304 eJLGMbW. exe 0xe30dc4674080 True 2024-11-13 :19:35.000000 N/A

* 964 732 fontdrvhost.ex 0xe30dc53e0140 5 False 2024-11-13 :59.000000

4588 3220 wevtutil.exe 0xe30dbb493080 0 False 2024-11-13 :11.000000 -11-13 06:40
:11.000000

5020 5040 msedge.exe 0xe30dbb6c30c0 0 False 2024-11-13 06:41:54.000000 3 141
:54.000000

4572 1080 OneDrive.exe 0xe30dc55d2080 23 False  2024-11-13 143:23.000000

8588 4560 MicrosoftEdgeU 0xe30dbb62b080 4 True 2024-11-13 144:08.000000

4100 10612 FTK Imager.exe 0xe30dc03dc080 9 False 2024-11-13 :51:20.000000
7676 5148 vpnclient_x64. 0xe30dc47b8080 8 False 2024-11-13 :53:46.000000
249648301024440 0 0xe30dc64d2080 0 False 1600-11-25 :55:32.000000

[~/Desktop/volatility3]

e or press Ctit=G. |

231PM
2024-11-13

&

13 07:17:34.000000

*kxk 10748 10816 dumpcap.exe 0xe30dbf8e70c0O False 2024-11-13 07:18:38.000000
*kkkk 6104 10748 conhost.exe 0xe30dc61e60cO False 2024-11-13 07:18:38.000000
*rx 12644 5948 4.exe  0xe30dc092d080 6 2024-11-13 07:19:51.000000 N/A
**% 7720 5948 SecurityHealth 0xe30dbba51080 False 2024-11-13 06:40:40.000000
**%k 6792 5948 ProcessHacker. 0xe30dc5fe60c@ False 2024-11-13 07:18:29.000000
**%x 2856 5948 CXYIJlo.exe 0xe30dbf193080 True 2024-11-13 07:19:42.000000
*kkk 11252 2856 gnVEJcw.exe 0xe30dc54c7080 True 2024-11-13 07:19:43.000000
*k%x 652 5948 vmtoolsd.exe 0xe30dbba57080 2024-11-13 06:40:41.000000 N/A

Runs the malfind plugin, which is used to detect injected code in memory

[~/Desktop/volatility3
vol.py -f /home/mjolnirtraining/Desktop/MHD_memdump.mem windows.malfind
Volatility 3 Framework 2.5.1

Progress: 100.00 PDB scanning finished
PID Process Start VPN End VPN Tag Protection CommitCharge PrivateMemory File output Hexdump Disasm

5172 sihost.exe 0x30000000 0x3008bfff Vads PAGE_EXECUTE_READWRITE 140 1 Disabled
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T23-1R-Kal:

File Actions Edit View Help

0x2b2fa390031: add ptr [rax], al

add ptr [rax], al

add ptr [rax], al

add ptr [rax], al

add ptr [rax], al

add ptr [rax], al

add ptr [rax], al

0x1f0000 ox1fafff Vads PAGE_EXECUTE_READWRITE 11 Disabled
55 8b = .
00 c7

c7 45
85 50
d4 50
08 00
00 00

89 85

jmp 0x1f0005

ret 0xc

push ebp

mov ebp, esp

sub esp, 0x1000

mov dword ptr [ebp - 0x40], 0xel6
mov. dword ptr [ebp - 0x58], 0x400000
lea eax, [ebp - 0xb0]

push eax

lea eax, [ebp - 0x2c]

push eax

lea eax, [ebp - 0x68]

push eax

AA

Caps Lock On

side or press Ctri+Alt. 3 )

~ - - 243PM -,
Ev! Q Search .:o g N _ I A P sopenrns &

MT23-IR-Kali

N omP o | £ O 4% A 01| a C

Trash

23-IR-Kali:
File Actions Edit View Help

~/Desktop/volatility3]
vol.py -f /home/mjolnirtraining/Desktop/MHD_memdump.mem windows.pslistf]

ide or press Ctrl+G. |

- . 2aroM
BB Q search 3 - e 20001113 &
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mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3
File Actions Edit View Help
-[~/Desktop/volatility3]
- vol.py -f /home/mjolnirtraining/Desktop/MHD_memdump.mem windows.pslist
Volatility 3 Framework 2.5.1

Brogress: 67.88 Scanning memory_layer using BytesScanner

Run Volatility for System Info: Using the Volatility tool, I ran the windows.info
command to gather basic information about the system in the memory dump. This
gave US a quick overview of the operating system and version.

List Processes pslist: Next, I used Volatility’s windows.pslist to list all active
processes in the memory dump. This helped US decide which process (PID) to
analyze.

d e VZg-= 2 U/7.16.3506. N/ A U DLe
True 2024-11-13 07:19:34.000000 N/A Disabled
True 2024-11-13 07:19:35.000000 N/A Disabled
True 2024-11-13 07:19:42.000000 N/A Disabled
True 2024-11-13 07:19:43.000000 N/A Disabled
2024-11-13 07:19:51.000000 N/A Disabled
False 2024-11-13 07:19:58.000000 N/A Disabled
True 2024-11-13 07:20:08.000000 N/A Disabled
False 1600-11-25 03:55:32.000000 N/A Disabled

v O 0] o) . EXE Uxesyv ole
5948 19075-NYPD.exe 0xe30dbb5c50c0
5304 eJLGMbW. exe 0xe30dc4674080
5948 CXYIJlo.exe 0xe30dbf193080
2856 gnVEJcw.exe 0xe30dc54c7080
5948 4.exe 0xe30dc092d080 6
3116 SenselR.exe 0xe30dc5beadcd
928 WmiPrvSE.exe 0xe30dc6513280
249648301024440 0 0xe30dc64d2080

1
1
1
1
True
0
0
N

~
P

[~/Desktop/volatility3
vol.py /home/mjolnirtraining/Desktop/MHD_memdump.mem windows.dumpfiles.DumpFiles —-pid 2856]}
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mmP O 2 s = : O 4 A © 15109 |

IT23-IR-Kali:

File Actions Edit View Help
DataSectionObject 0xe30dc4571710 cversions.2.db file.0xe30dc4571710.0xe30dbbfa9c70.DataSectionObject.cversions.2.db.dat

[~/Desktop/volatility3
vol.py -f /home/mjolnirtraining/Desktop/MHD_memdump.mem windows.dumpfiles.DumpFiles pid 12644
L Volatility 3 Framework 2.5.1
File System ,l Progress: 100.00 PDB scanning finished
Cache FileObject FileName Result

-
- E |.| i ImageSectionObject 0xe30dc52bb220 apphelp.dll file.0xe30dc52bb220.0xe30dbb83a850. ImageSectionObject.apphelp.dll.img
" ImageSectionObject 0xe30dc5b448a0 4.exe file.0xe30dc5b448a0.0xe30dbba63aa0.ImageSectionObject.4.exe.img
"._._. B . ImageSectionObject 0xe30dbf554480 dnsapi.dll file.0xe30dbf554480.0xe30dbba59a10.ImageSectionObject.dnsapi.dll.img
PR # - ImageSectionObject 0xe30dbf76fce® sxs.dll file.0xe30dbf76fce0.0xe30dbba58270.ImageSectionObject.sxs.dll.img
ImageSectionObject 0xe30dc5d80760 msimg32.dll file.0xe30dc5d80760.0xe30dc14d0dcO.ImageSectionObject.msimg32.d1l.img
ImageSectionObject 0xe30dbf576ead winhttp.dll file.0xe30dbf576ea0.0xe30dc32df460.ImageSectionObject.winhttp.dll.img
ImageSectionObject 0xe30dbf576d00 mswsock.dll file.0xe30dbf576d00.0xe30dbb83a2e0.ImageSectionObject.mswsock.dll.img
ImageSectionObject 0xe30dc138b6ed MpOAV.dll file.0xe30dc138b6ed.0xe30dc404bb80.ImageSectionObject.MpOAV.dll.img
volatility3 ImageSectionObject 0xe30dbf570ec®d userenv.dll file.0xe30dbf570ec0.0xe30dbba52aa0.ImageSectionObject.userenv.dll.img
ImageSectionObject 0xe30dc5b65c00 fastprox.dll file.0xe30dc5b65c00.0xe30dc48dcc80.ImageSectionObject.fastprox.dll.img
ImageSectionObject 0xe30db9840470 ntdll.dll file.0xe30db9840470.0xe30db981cd00.ImageSectionObject.ntdll.dll.img
ImageSectionObject 0xe30db9b77b00 gdi32full.dll file.0xe30db9b77b00.0xe30db9b54010.ImageSectionObject.gdi32full.dll.img
ImageSectionObject 0xe30db9b7f3f0 combase.dll file.0xe30db9b7f3f0.0xe30db9b51c50.ImageSectionObject.combase.dll.img
ImageSectionObject 0xe30db94c0760 amsi.dll file.0xe30db94c0760.0xe30dbfecdd20.ImageSectionObject.amsi.dll.img
ImageSectionObject 0xe30dc0el3e40 wbemprox.dll file.0xe30dcOel3e40.0xe30dc0397d30.ImageSectionObject.wbemprox.dll.img
ImageSectionObject 0xe30dc0el12c60 wbemcomn.dll file.0xe30dc0el2c60.0xe30dc4a03d10.ImageSectionObject.wbemcomn.dll.img
ImageSectionObject 0xe30dbf575b20 IPHLPAPI.DLL file.0xe30dbf575b20.0xe30dbb85c8a0.ImageSectionObject.IPHLPAPI.DLL.img
ImageSectionObject 0xe30dc4942b00 profapi.dll file.0xe30dc4942b00.0xe30dc320b4d0. ImageSectionObject.profapi.dll.img
ImageSectionObject 0xe30dc3f61600 version.dll file.0xe30dc3f61600.0xe30dc54ca470.ImageSectionObject.version.dll.img
ImageSectionObject 0xe30dc4dbe8cd sspicli.dll file.0xe30dc4d6e8c0.0xe30dbb878b20.ImageSectionObject.sspicli.dll.img
ImageSectionObject 0xe30dc0568160 uxtheme.dll file.0xe30dc0568160.0xe30dbb845b70.ImageSectionObject.uxtheme.dll.img

MHD_mem...

-[~/Desktop/volatility3
vol.py -f /home/mjolnirtraining/Desktop/MHD_memdump.mem windows.dumpfiles.DumpFiles --pid

Next, I used Volatility’s windows.pslist to list all active processes in the memory

dump. This helped US decide which process PID to analyze.

MT23-IR-Kali

R XAl . O 4 A ©145 | & G

Trash
IT23-IR-Kali:

File Actions Edit View Help

5948 vpncmgr_x64.ex 0xe30dbbdf2080 False 2024-11-13 :07:31.000000 N/A Disabled
780 svchost.exe 0xe30dc09c9240 False 2024-11-13 :10:51.000000 2024-11-13 07:14
:29.000000 Disabled
780 svchost.exe 0xe30dbfbea240 False  2024-11-13 :11:32.000000 N/A Disabled
3116 SenseNdr.exe 0xe30dc2ff3080 False  2024-11-13 :11:39.000000 N/A Disabled
1832 taskhostw.exe  0xe30dbb5cc340 False  2024-11-13 :11:39.000000 N/A Disabled
780 svchost.exe 0xe30dc46ad080 False 2024-11-13 :13:24.000000 2024-11-13 07:26
:07.000000 Disabled
5948 FTK Imager.exe 0xe30dbb48b080 False  2024-11-13 :16:45.000000 N/A Disabled
5948 Wireshark.exe  0xe30dc4203080 False  2024-11-13 :16:59.000000 N/A Disabled
780 svchost.exe 0xe30dc4a04080 False  2024-11-13 :17:26.000000 N/A Disabled
10816 msedgewebview2 0xe30dbffac080 False 2024-11-13 :17:27.000000 2024-11-13 07:17
:34.000000 Disabled
1448 10816  dumpcap.exe 0xe30dc40780c0 False  2024-11-13 :17:44.000000 2024-11-13 07:17
147.000000 Disabled
5948 ProcessHacker. 0xe30dc5fe60c0
10816 dumpcap.exe 0xe30dbf8e70c0

8 False 2024-11-13 :18:29.000000 N/A Disabled
1 2024-11-13 :18:38.000000 N/A Disabled
10748  conhost.exe 0xe30dc61e60c0 5 2024-11-13 : .000000 N/A Disabled
19075-NYPD.exe 0xe30dbb5c50c0 1 2024-11-13 07: : N/A Disabled
eJLGMbW.exe 0xe30dc4674080 1 r 2024-11-13 07: & N/A Disabled
CXYIJlo.exe 0xe30dbf193080 7 = r 2024-11-13 07: 3 N/A Disabled|
gnVEJcw.exe 0xe30dc54c7080 8 2024-11-13 07:19: N/A Disabled

4.exe 0xe30dc092d080 6 = 2024-11-13 07:19:51.000000 Disabled
3116 SenseIR.exe 0xe30dc5beadcd 1 False 2024-11-13 07:19:58.000000 N/A Disabled
928 WmiPrvSE.exe 0xe30dc65f3280 7 True 2024-11-13 07:20:08.000000 N/A Disabled
249648301024440 0 0xe30dc64d2080 0 /A False 1600-11-25 03:55:32.000000 N/A Disabled

[~/Desktop/volatility3]
vol.py -f /home/mjolnirtraining/Desktop/MHD_memdump.mem windows.dumpfiles.DumpFiles i 28561

e or press Ctrl+G. N J

2350 PM

u =
B (&sarch 2041113 B
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Select and Dump Process: With a specific PID chosen, I used windows.dumpfiles
to extract the file associated with that process. This step gave US a copy of the file
in memory

MT23-IR-Kali

mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3
File Actions Edit View Help

—1 6104 10748 conhost.exe 0xe30dc61e60cO
- 5304 5948 19075-NYPD.exe 0xe30dbb5c50c0

5 False 2024-11-13 07:18:38.000000 N/A Disabled
File System 1 True 2024-11-13 07:19:34.000000 N/A Disabled
7340 5304 eJLGMbW. exe 0xe30dc4674080 1 True 2024-11-13 07:19:35.000000 N/A Disabled
i 2856 5948 CXYIJlo.exe 0xe30dbf193080 7 True 2024-11-13 07:19:42.000000 N/A Disabled
11252 2856 gnVEJcw.exe 0xe30dc54c7080 8 True 2024-11-13 07:19:43.000000 N/A Disabled
12644 5948 4.exe 0xe30dc092d080 6 = 2024-11-13 07:19:51.000000 N/A Disabled
18296 3116 SenseIR.exe 0xe30dc5beadc0 1 False  2024-11-13 07:19:58.000000 N/A Disabled
22488 928 WmiPrvSE.exe 0xe30dc65f3280 7 True 2024-11-13 07:20:08.000000 N/A Disabled
249648301024440 0 0xe30dc64d2080 0 /A False 1600-11-25 03:55:32.000000 N/A Disabled

[~/Desktop/volatility3]
vol.py -f /home/mjolnirtraining/Desktop/MHD_memdump.mem windows.dumpfiles.DumpFiles pid 2856
Volatility 3 Framework 2.5.1
Progress: 100.00 PDB scanning finished
Cache  FileObject FileName Result

DataSectionObject 0xe30dc4571710 cversions.2.db 0xe30dc4571710.0xe30dbbfa9c70.DataSectionObject.cversions.2.db.dat
MHD_menm... DataSectionObject 0xe30dc4571710 cversions.2.db 0xe30dc4571710.0xe30dbbfa9c70.DataSectionObject.cversions.2.db.dat
ImageSectionObject 0xe30db9b75580 kernel32.dll .0xe30db9b75580.0xe30db9b55010.ImageSectionObject.kernel32.dll.img
ImageSectionObject 0xe30dc52bb220 apphelp.dll ile.0xe30dc52bb220.0xe30dbb83a850.ImageSectionObject.apphelp.dll.img
DataSectionObject 0xe30dc5b63840 CXYIJlo.exe 0xe30dc5b63840.0xe30db9507550.DataSectionObject.CXYIJlo.exe.dat
0xe30dc5b63840 CXYIJlo.exe 0xe30dc5b63840
DataSectionObject 0xe30dc4571710 cversions.2.db file.0xe30dc4571710.0xe30dbbfa9c70.DataSectionObject.cversions
ImageSectionObject 0xe30dc230f6c0 iertutil.dll file.0xe30dc230f6c0.0xe30dbba59770.ImageSectionObject.iertutil .
ImageSectionObject 0xe30dbf570ec@ userenv.dll file.0xe30dbf570ec0.0xe30dbba52aa0.ImageSectionObject.userenv.dll.img
ImageSectionObject 0xe30dc1d22ec® mpr.dll file.@xe30dcld22ec0.0xe30dbba59270.ImageSectionObject.mpr.dll.img
DataSectionObject 0xe30dc52c9¢20 rsaenh.dll Error dumping file

MHD il ImageSectionObject 0xe30dc52c9¢c20 rsaenh.dll file.0xe30dc52c9c20.0xe30dbb9ala20.ImageSectionObject.rsaenh.dll.img
M- ImageSectionObject 0xe30dbf6d8580 AppResolver.dll file.0xe30dbf6d8580.0xe30db899cdad.ImageSectionObject.AppResolver.dll.im

e or press Ctrl+G.

B Q Search

Copy and Extract Dumped File: I copied the dumped file and saved it in a new
location. This made it easier to manage and examine the file separately.
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ntdll.dll
wow64win.dll

file.0xe30db983ed70.0xe30db8f1a560.ImageSectionObject.ntdll.dll.img
file.0xe30db9b416a0.0xe30db9abbd90.ImageSectionObject.wowb4win.dll.img

0xe30db983ed70
0xe30db9b416a0

ImageSectionObject
ImageSectionObject

[~/Desktop/volatility3]
. file.0xe30dc5b63840.0xe30dc3aa88b0.ImageSectionObject.CXYIJlo.exe.img CXYIJlo.exe

MHD_menm... -[~/Desktop/volatility3

- > il N mS o 25apM
Em Q Search 4 e 4 us T a1z &

[~/Desktop/volatility3]
file.0xe30dc5b63840.0xe30dc3aa88b0. ImageSectionObject.CXYIJlo.exe.img CXYIJlo.exe

-[~/Desktop/volatility3
.img

Ill .dat

MHD_men...

[~/Desktop/volatility3]

-[~/Desktop/volatility3

-rw-r--r-- 1 mjolnirtraining mjolnirtraining
-[~/Desktop/volatility3
CXYIJlo.exe CXYIJlo.exe.mohamad
-[~/Desktop/volatility3
| CXYIJlo.exe.mohamad]]

— )-[~/Desktop/volatility3]
1

total 9550220

-rw
-rW-r-—-T1--
-Trw-r--
-rw
-TW-r--Tr--
-rw
-IW-r--r--
-TW-T--T--
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

1

3 |
1
;|
1
1
1
1
4
2
6
3
2
3

mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
root

mjolnirtraining
mjolnirtraining
mjolnirtraining
root

mjolnirtraining

mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining
root

mjolnirtraining
mjolnirtraining
mjolnirtraining
root

mjolnirtraining

192512
4946

201
232596
19964399
4776082
9663676416
5947
4096
4096
4096
4096
4096
4096

Nov
Nov
Sep
Nov
Nov
Nov
Sep
Sep
Sep

CXYIJlo.exe

CXYIJlo.exe.mohamad

MANIFEST.in
MT23-IR-Kali_files_md5s.csv
MT23-IR-Kali_thor_2024-11-13_0301.h
MT23-IR-Kali_thor_2024-11-13_0301.t
Octl7memdump.mem

README . md




File System -l

i

+ ImageSectionObject

volatility3

i;

MHD_mem...

mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

File Actions Edit View Help

itives.dll.img

ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject
ImageSectionObject

0xe30db9b73a20
0xe30db9b73700
0xe30db9b74ced
0xe30db9b733e0
0xe30db9b74510
0xe30db9b629c0
0xe30db9b62510
0xe30db9b3e890
0xe30db9b4f510
0xe30db983ed70
0xe30db9b416a0

KernelBase.dll
ucrtbase.dll
ws2_32.d1l
SHCore.dll
advapi32.dll
clbcatq.dll
msvert.dll
wow64cpu.dll
wow64.dl1l
ntdll.dll
wowb4win.dll

file.
file.
file.
file.
file.
file.
file.
file.
file.
file.
file.

~/Desktop/volatility3
)-[~/Desktop/volatility3]
file.0xe30dc5b448a0.0xe30dbba63aa0. ImageSectionobject.

[~/Desktop/volatility3
4.exe > 4.exe.mohamad
~/Desktop/volatility3
n 4.exe
: suspended cat -n 4.exe | less
~/Desktop/volatility3
-n 4fexe.mohamad

0xe30db9b73a20.
0xe30db9b73700.
0xe30db9b74ce0.
0xe30db9b733e0.
0xe30db9b74510.
0xe30db9b629c0.
0xe30db9b62510.
0xe30db9b3e890.
0xe30db9b4f510.
0xe30db983ed70
0xe30db9b416a0.

4.exe.img 4.exe

0xe30db9b50c90.
0xe30db9a85010.
0xe30db93e7c40.
0xe30db9703870.
0xe30db9b174e0.
0xe30db9b39d90.
0xe30db9a858d0.
0xe30db9b1f260.
0xe30db9b3ad30.
.0xe30db8f1a560.
0xe30db9abbd90.

ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
ImageSectionObject.
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KernelBase.dll.img
ucrtbase.dll.img
ws2_32.d11l.img
SHCore.dll.img
advapi32.dll.img
clbcatq.dll.img
msvert.dll.img
wow64cpu.dll.img
wow6b4.dl1.img
ntdll.d1l.img
wowb4win.dll.img

Analyze with Strings Command: To look for readable text within the dumped file, I
used the strings command. This helped US identify any suspicious patterns,
keywords, or clues within the file.

Save Strings Output: I saved the strings output with ny name filename . This way, 1
could keep track of it and refer back to it later.

Open File with cat Command: Using cat, i1 viewed the contents of the saved strings
output file. This allowed us to review the extracted text from the dumped file
easily.

)-[~/Desktop/volatility3]

cat this to chose strings for yara rules
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Review Output with cat:

MT23-IR-Kali

1 1 X JaME

mijolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

File Actions Edit View Help
1 MZ< ¥ ) K @

< 5 >!This program cannot be run in DOS mode.
E>XE"F 13 < 3> "

File System Ay
L]

a
DG

volatility3
En
H

MHD_mem...

MHD_mem...

vpncmgr_x64 . exe .mohamad ) installed on & X
mended "WsL'

~/Desktop/volatility3

e o press Ctrl+ 6.

Create YARA Rules: After analyzing the file, I created YARA rules that would help
detect patterns or behaviors identified in the memory dump. These rules are
tailored to look for specific types of malware.



mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

File Actions Edit View Help
GNU nano 7.2 CXYIJlo.yar *
rule malware_test_aCXYIJlo {

File Sys‘tem _L..
i
f

‘.""i.e&'é‘ oL

atility3

File Actions Edit

meta:
description = "Detects malware name CXYIJlo.exe sample”
author = "Mohamad Almasri"

strings:
$s1 = "GetCPInfo" ascii wide
$s2 =
$s3 vide
$s4 = "FreeEnvironmentStringsW" ascii wide
$s5 = "GetOEMCP" ascii wide

condition:
$s1 or $s2 or $s3 or $s4 or $s5

[ line 17/18 (94%), col 2/ 2 (100%), char 429/430 (99%) ]
K write out R Where Is W Cut W Execute We Location
B Read File B Replace il Paste B Justify W Go To Line

mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

View Help

U
E}

Undo
Redo

MOHAMAD ALMASR 101167438

Set Mar
Copy

GNU nano 7.2 4.yar *

rule malware_test_ {

meta:

description = "Detects malware name 4.exe sample"

author

strings:
$s1
$s2 =
$s3

condition:
$s1 o

= "Mohamad Almasri"

"GetCPInfo" ascii wide
"GHeapReAlloc" ascii wide
"GCreateFileW" ascii wide

r $s2 or $s3

[ line 17/17 (100%), col 1/ 1 (100%), char 303/303 (100%) I
A T e

i write Out Rl where Is § Cut Execute Location
B Read File @ Replace B Justify Wi Go To Line

Set Mark
Copy




File Actio

Desktop/volatility3

ik ome/mjol

cannot access

total 16

drwxr-xr-x 3 mjolnirtraining
mjolnirtraining
mjolnirtraining
mjolnirtraining

jolni

mjolnirtraining
mjolnirtraining

Edit View Help

'.//home/mjolni

MOHAMAD ALMASR 101167438

mjolnirtraining@MT23-IR-Kali:

[~/Desktop/volatility3
ing/Desktop lity3

1g
~/Desktop/volatility3
atil o

mjolnirtraining 4096 Oct
mjolnirtraining 4096 Oct
mjolnirtraining 4096 Oct
mjolnirtraining 4096 Nov

~/Desktop/volatility3
olatility3/c

mjolnirtraining 302 Nov 13 15:25 4.yar
mjolnirtraining 430 Nov 13 15:10 CXYIJlo.yar

raining/Desktop/volatility3/custom-signatures No such file or directory

~/Desktop/volatility3

I downloaded THOR Lite a scanning tool which allowed US to use it for checking
the memory dump

MT23-TR-Kali

Aemks

mjolnirtraining@MT23-IR-Kali: ~/Desktopfvolatility3

Help
~[~/Desktop/volatility3
loads/t 7lite-1i
/home/mjolnir nloads/thor1e@.7lite
signatur
signatures/
atures/sigma/thor
sigma/cats

signatury g
signatures/sigma/c

volatility

MHD_mem ng_domains_downl

h_susp_ip_dom
h_ads. ut.

windows/pe
/windows /powershell/pou
hell/powe:

L_modul,
L_module/posh_pm_sync

1232 PM

W 0241108

Q Search ' 2
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-[~/Desktop/volatility3

tility3
total 8
-rw—— 1 mjolnirtraining mjolnirtraining 302 Nov 13 15:25 &4.yar
-rw—— 1 mjolnirtraining mjolnirtraining 430 Nov 13 15:1@ CXYIJlo.yar

~/Desktop/volatility3

MT23-IR-Xah

mPko

BMT23-IR-Kalk: -/Desktophvolatility3

File Actions Edit View Help

MHD_men

this VM, move the mouse pointer inside o

Q Search

g jolnirtraini IT23-IR-Kali:
File Actions Edit View Help

- CREATED: Wed 14:1 SESSION:
MAGE_FILE: ) IMAGE_TYPE:

f f AGE_FIRSTBYTES: IMAGE_CHANGED:
2023 IMAGE_MODIFIED: c 2 5 2 IMAGE_ACCESSED: 1 2:26.282 2024 IMAGE_PERMISSIONS: IMAGE_OWN
CONNECTION_COUNT: 0 LISTEN_PORTS:
EXISTS_1: TYPE_1: ELF

IMAGE_SHA256: f

IMAGE_GROUP:

FIRSTBYTES_1: 7f454c4602010100000000000 OWNER_1:

FIRSTBYTES_2: 7f454c460201010000 00000000000 ELF> OWNER_2:
COMMAND: xf 7
OWNER: jolni
1 2024 SESSION:
IMAGE_FILE: € IMAGE_TYPE: EL
IMAGE_SIZE:
: 1
IMAGE_SHAL 1 1
IMAGE_SHA256: C563 198def1a7187dc04482e IMAGE_FIRSTBYTES: 7f454ch 0 E IMAGE_CHANGED:
:51 2 i : IMAGE_ACCESSED: v 12 2 IMAGE_PERMISSIONS: IMAGE_OWN
ER: IMAGE_GROUP: CONNECTION_COUNT: @ LISTEN_PORTS:
FILE_1: f EXISTS_1: TYPE_1: ELF
SIZE_1: 2
MD5_1
SHAL_1:
SHA256_1: 71f6f

PID 1423

OWNER_1:

|®
m y - - 336 PM
mE Q@ Search - ’ : 2024-11-13
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MT23-IR-Kali

CIET Y X JapE

mjolnirtraining@MT23-IR-Kali: ~/Desktop/volatility3

File Actions Edit View Help

File System -

X ﬂ:H'I

* Flog o s I 5
Moey, o & X W, MODIFIED:

volatility3 AUTHOR_1:

SIGTYPE_2: MATCHED_2:

sl
.
MHD_mem... AUTHOR_2:
NED_ELEMENTS :

NOTICES:

. END_TIME:

MHD_menm...

de or press Ctri+G.

BB Q search

~/Desktop/volatility3
v 13 23: MT23-IR-Kali_thor

~/Desktop/volatility3

101167438

RULEDATE_2:

RULEDA

e >

us

LLIPM o
2024-11-13

I®

LE16PM o
2024-11-13

Run THOR Lite and Generate a Report: Finally, I ran THOR Lite with thor-
lite-linux-64 and generated a report to see any detections.

THOR Lite produced an HTML report showing any detections.
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ON WINDOWS:

DOWLOAD Thor lite and extract it then copy the license

Manage
View | AppTools
EX Administrator: Windows PowerShell
PC > Local Disk (C) > Thorlite > ~ 0 £ Sear
Name Date modified Tpe Size

config File folder

custom-signatures File folder

docs File folder

signatures File folder

tools File folder
5] changes Text Document 3B KE
[1] MT-2023-Name files mds.csv CSV File 0KB
[E MT-2023-Name_thor_2024-11-14 0033 Text Document 1KB
[ MT-2023-Name thor 2024-11-14 0034 Text Document KB
[ MT-2023-Name_thor_2024-11-14 0041 Text Document 1KB
# thordd-lite Application 46,819 KB
[ thorsa-lite.exesig SIG File KB
# thor-lite Application 43962 KB
[ thor-lite.exe.sig SIG File KB
[1] thor-lite-c9638227-870b8af4-20241101-2.. LICFile 1KB
5] thor-lite-util Application 9913KB

[ thor-lite-util.exe.sig SIG File KB

THOR Lite is scanning the system files and registry entries

THOR Lite is applying YARA rules, identifying the files as potentially suspicious, and giving them
scores based on the findings.

Detailed information about the file’s location, creation date, and matching YARA rule is displayed.
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MT23-IR-Base

. ! Malware ﬁle found RE
C:\Program —nesw-u-esna-wlwgng error-8.d1l EXT: .dll TYE
MHD.me E: 182512
€30b8D5604e8203a605285342062ac4d

4aba2def6£5951d27e53aedeadb3F72510c4elb
842585895675F62F2Fb400Fe2826850190823120F748cda575ad4 343F9508666 FIRSTEYTES

23 15:09:32.000 2023

R / BUILTIN\Administrators:F / BUILTIN\Users:R / NT AUTHORITY\SYSTEM:
el 9uﬁe:eCScSa{eBCbB?SB:CmSS]l
Acrobat] VARA rule malware_test_aCXvIJlo / Detects malware name CXYIJlo.exe sample SUB
custom SIGCLASS_1: YARA Rule M Strl: "GetCPInfo" in "lSection\x60\xb8q\xe nvironment StringsA\x68\xc|
e ”‘xElEEtA[P‘XEE\XEE‘de\xelﬁEt[PInfc\xEE‘xll‘xE4GEt[cn5clEDutDut[P‘xEE‘xEE‘”‘xELﬁet(u’ ertDirectory 0B\ ROD(\X026" ot 0
i o) ) 224 malware_test_aCXYIJlo AUTH Mohamad Almasri
re_test_ / Detects malware name 4.exe sanple SUS
<+ 1e MATCHED 2: SErl: “GetCPINfo" in ISection\xo6\xeoq\xa1e
e Ay K0\ K2\ KDTGELCPIFo\ KB £ 11\ XB2EEComs0T SO pIIECPA KBR\KEN X260t Curenthin ectoryHieo\Ra0(\p2en ot ox232a8 Rl
FTImager s Mohamad Almasri
s 3
1arn1n e e e
FILE: C:\Pro Files\Wireshar k\cpengugh dll EXT: .dIl T

. 4235F32aabeeeBcby3239C 94509539901 Fdda9
SoftEthen SWIDVD5 I SHi 151ede2a2cf225bdded d8376F30a3 FIRSTBYTES: 4d5a360803060800004000000+ FF 0000050
G : Mon Sep 11 09:07:02.887 2023 PE
APP

VPN Clighs
CREATED: Wed Aug 23 15:09:34.060 2023 MODIFIED: Wed Aug 23 15:09:34.000 2023 ACCESSED
S: APPLICATION PACKAGE AUTHORITY\ALL APPLICATION PACKAGES:R / APPLICATION PACKAGE AUTHORITY\ALL REST

UILTIN\Administrators:F / BUILTIN\Users:R / NT AUTHORITY\SYSTEM:F R: BUILTIM\Administrators InP
4a15m4£+’24557513db555 6abed
rule malvare_test_aCXvIllo / Detects malware name CXVITlo.exe sample SUBSCORE not set SIGTYP)
ASS_1: YARA Rule 1: SErl: "GetCPInfo in "MapString\xe0\x00[\x62etLocalelnoil\o0\x00\kce X0
Getstr mgwpeh“xEE‘xEE‘xba‘xz]ﬁet(PInﬁ:‘xEE‘xc?‘xEtJRtan XB0\xb11x03LoadL ibrar yEXW\x00\x00_\x63InterlockedPush” at]
1313054 Ser2s ~GeteonmandLink® in "\ADO\KDENADSDIF indiect §1eR\x00{ x5 sVal idCodePage \x00\ xBe \x02GeLOENCP\ 20\ x00)
\xcF\xB1Get Conmandl ineA\xB8/ \xB2Get EnvironmentSt ringsh\xB0\x00\xa3 \x01FreeEnvironmentString® at Ox1312130 Str3: "GetEnvi
ronmentstringsh" in "{\x@3IsValidCodePags\x09\x8=\x02GetOENCP\X00\X00\XCF\XO1GEtCommandLineA \x08/ \x62Ge tEnVironment Strir)
g5\ X8\ X80\ a3\ @1 FreeEnvi ronmentStringsh\ x0B\ X8\ x055e tE at @x131al42 Stra: "FreeEnvironmentstringsw'|
i el s i s s s I
SetEnvironmentVariableA\x80\x89\xB55et EnvironmentVariabl® at #x131alSc Str5: "GetOEMCP" in 1eExh\xBO\x08\ x83\x1]
ndNextFileA\x@e{\x03[sValidCodePage\ @@\ xBe \ 102G tOE V‘(P‘xBB‘xBB‘x:{‘xBlGet(cmmanalmeA\xBB/\xB‘Eet nvironmentStringsii
e o G : malware_test_aCXYIJ1o AUTH
L2 rule mslware_test_ / Detects maluare name 4.exe s u t set SIGTYP
ASSTL VARA Rule BATOHED >, SECL: GerCPInfo" in “MapStringHiABO\COTvxORCCELocaleln B\ x0B OO Ee KOIGE LSt ing Tyoeh
600\x08\ xba\x@1Get CPINFo\x08\ xc7\x@4RT 1UnwindEx\x@0\xb1\x@3L oadL1brary Exii\x@e\x00_\xe3InterlockedPush” at @x1319e54 RUL
2 i o2 REES RS

ategoryAttributes.htn] EIEIIErIIrerd

vironmentVariab”

[zus] CT'P’:g’arr Files\Wires.

) 00:57
& 7°C Mostiydoudy A~ 0 B

O Type here to search P ]
2 |
ENG = Q’J) 12:57 AM -

de or press Ctrl+G.
1 i}
us

2024-11-14

BB Q sern

Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved

Try the new cross-platforn PowerShell https://aka.ms/pscores
PS C:\Windows\system32> cd

PS C:\> c

PS C:\Thor lite> 1s

Thor lite> 1s

-

JACcesDatars LasthriteTime Name
config
custon-signatures
doc.
signatures
tools
38430 changes.log
98287 MT-2023-Name_files_mdSs.cs
153 MT-2023-Nane_thor_2024-11-14_0033. txt
153 MT-2023-Name_thor_2024-11-14_0034. £xt
3077515 MT
15006
12584997
88227-870b5aF4-20241101-20250564 (3).1ic
thor-Lite-util.exe
256 thor-lite-util.exe.sig
45016904 thor-lite.exe
256 thor-lite.exe.sig
47942456 thored-lite.exe
256 thore4-lite.exe.sig

PS C:\Thor lite>

o ooC Coudy AT 0, B

Type here to search =
r—— 3 '»
ENG 5:46PM
4 A s T s B

Q search
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_2824-11-14_8

_2024-11-14_8

| E¥ Select Administrator: Windows Powershell

RE: 84 FILE: C:\
46426887 FdBF11bbb352311
o

L1

"Get(PInfo" in "eption\x88\x@e\xBE\xBACompareStringEx\xBB\XB6\x@aMuLE iByteTon]

malware test_aCXVI31o AUTHOR 1: Mohamad Almasri REASON 2: YARA rule maluara test / Detects malware name 4.
epmun\ma\we\ma\xaecumparestnngfx\xae\maxxoenulnaytewumecnar\mo\xan\xometcPInfu\xa@\nm\wwmecnarmnun)

File found SCANID:

4 B El 199 2824 PERMIS
= LEGAL COPYRIGHT: t (C) tEther VPN Pr

H
it GetCommandLineA.

SH: - RE
at ﬁ,t: mmandLine

S-TWLEd2usNPH

o 21 iCo irt t 0xB436 RULENAME 1: mal, t_aCXY1Jlo AUTHOR L: Mohamad REASON 2: YAR|
Tule maluare_test. / Detects malvare name 4exe sample SUBSCORE.2: 75 REF_2: not set SIGTYPE.2: custom SIGCLASS.2: YARA Rule MTEHED 2: strl i ent\KWR\KazLoanI.xbrarﬂ\\Kw\xm\xozlrut1.5luecntx:alse:txon\xw\x
\101Get CPINFo\ XxB@YxFd\ XBBGETACP XBB\XBBY X3 | xO1Get OEHCP\ X80\ %882 \xB2IsValidCodePage \xB8\x81 \x@3Virtual” at @x8420 RULENAME 2: malware_test_ AUTHOR_2: Mohamad Almasri REASONS_COUNT:

2
flov 14 67:20:22 NT-2623-Name/152.165.154.134 THOR: Warning: MODULE: Filescan MESSAGE: Possibly Dangerous File found SCANID: S-TWlEd2usNPM SCORE: 75 FILE: C:\Mindows\apppstchiAcRes.dll EXT: .d1l TYPE: EXE SIZE; 333792 MDS: 45553bbl

0872680774edc498F3FF594b SHAL: 4a3f@b77c657@F718448eb83050809788e301973 SHA2S6: b188367314d3200a12d243 -£73e3b69F3c Ffcbe FIRSTBYTES: / MZ CREATED: Tue Sep 1
2.188 2023 MODIFIED: Tue Sep 12 16:37:42.188 2023 ACCESSED: Thu Nov 14 01:26:54.841 2024 PERMISSIONS: APPLICATION PACKAGE AUTHORITY\ALL APPLICATION PACKAGES:R / APPLICATION PACKAGE AUTHORITY\ALL RESTRICTED APP PACKAGES:R / BUILTI!

Microsoft Corporation DESC: Application Compatibility Resource File LEGAL_CORYRIGHT: A® Micros|
- REASON_1: YARA rule malware test_aCXYIJlo / Detects malware name CXYIJlo.exe sa
malware_test_aCXYIJlo AUT!

\Administrators:R / BUILTIN\Users:R / NT AUTHORITY\SYSTEM:R / NT SERVICE\TrustedInstaller:F OWNER: NT SERVICE\TrustedInstaller COMPANY:
oft Corporation. All rights reserved. PRODUCT: MicrosoftA® WindowsA® Operating System ORIGINAL_NAME: AcRes.dll.mui INTERNAL_NAME: AcRes.d1l TMPHASH
leE SUBSCORE_1: 75 REF_1: mot set SIGTYPE_1: custom SIGCLASS 1: VARA Rule MATCHED_1: Strl: "GetCommandlineA” in "th with double quotes at GetCommandlineA. If app path is double q" at @x3b8e2 RULENAME_1:
mui TYPE: EXE SIZE

b8000BOB / MZ CREATED:




